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 A B S T R A C T

Dataset distillation has emerged as a powerful technique for reducing the size of training data 
while preserving model performance. This offers significant advantages in various domains, 
particularly in medical imaging, where data annotation is expensive, storage is limited, and 
computational resources are constrained. In this paper, we propose a novel distillation technique 
that combines diffusion models with distribution matching to generate distilled data for 
three medical image datasets, i.e., Pneumonia, COVID-19, and Brain Tumor detection. The 
diffusion component enables the generation of high-quality and diverse synthetic samples, 
while distribution matching ensures alignment with the underlying data distribution, thereby 
preserving discriminative features. We further design an autoencoder-based reconstruction 
framework to analyze and compare the vulnerability of original, conventional distilled, and our 
proposed distilled datasets to reconstruction attacks. In addition, we incorporate privacy risk 
evaluations using membership inference attacks (MIA) and attribute inference attacks (AIA). 
Experimental results show that our method achieves better classification accuracy and stronger 
privacy preservation compared to existing distillation approaches. These findings suggest that 
dataset distillation, particularly with our proposed framework, not only improves computational 
efficiency but also acts as an effective privacy-enhancing mechanism, making it a promising 
approach for secure and scalable medical artificial intelligence (AI) applications.

1. Introduction

In a machine learning (ML) model, data plays a crucial role. High-quality datasets are essential to ensure the accuracy, robustness, 
and generalization of ML models across various domains. In the medical domain, to facilitate the development of ML models for 
innovative medical treatment, to enhance patient care, and for medical research, a vast amount of medical data is shared between 
different hospitals and organizations [1]. Since medical data contains sensitive or personal information of the patient, the privacy 
and security of this data should be maintained before sharing [2]. However, the ever-growing data volumes required for training 
such models have introduced significant storage, computational efficiency, and scalability challenges.

Dataset distillation plays a significant role in addressing these challenges. The process distills large datasets into smaller 
yet information-rich representations, preserving the important patterns for model training [3]. By minimizing the dataset size 
without affecting the important information, distillation improves computational efficiency and reduces storage needs. Distillation 
is increasingly finding relevant attention in both academic research and industrial settings, revolutionizing the way ML models are 
developed and deployed [4]. Dataset distillation offers an innovative solution, particularly for resource-constrained devices such as 
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smartphones, sensors, and IoT systems [5]. These devices are low in memory and processing power, and it is hard to implement 
huge artificial intelligence (AI) models. Distillation reduces large datasets into small equivalent datasets. These small datasets can 
be used to train ML models on such resource-limited devices with minimal storage and communication needs [6]. By compressing 
dataset sizes without compromising on the essential information, dataset distillation speeds up AI training with reduced cost and 
improved scalability. With accelerating growth in AI, distillation will be essential to achieve effective and affordable models even 
in resource-constrained environments [7].

Apart from efficiency, privacy preservation is an essential issue, particularly for sensitive domains such as medical imaging. 
Datasets for medical images tend to involve personally identifiable information (PII) that can lead to serious ethical and legal 
consequences if it is leaked. Medical images shared for research or developing diagnostic models can result in unwanted information 
leakage. Hence, protecting data privacy while preserving model performance is an important research objective [8]. Dataset 
distillation offers a promising approach not just to reduce the computational burden but also to enhance privacy through the creation 
of synthetic data, abstracting away patient-identifiable information.

Diffusion models have recently emerged as a powerful generative framework for producing high-quality synthetic data. These 
models are more stable to train and can better capture the global data distribution, thereby reducing the risk of overfitting to 
specific samples [9]. Their iterative denoising process allows fine-grained control over the fidelity and diversity of generated samples, 
making them particularly suitable for medical imaging tasks where both realism and privacy are critical [10]. By leveraging diffusion 
models within dataset distillation, it becomes possible to create synthetic datasets that preserve essential task-related features while 
reducing the leakage of sensitive, patient-specific details. To evaluate the privacy implications, reconstruction techniques based on 
autoencoders [11] can be used to measure how much sensitive visual information can be reconstructed from the original as well as 
distilled datasets. If reconstructions from distilled data have poor similarity with original inputs, that means there is a lower risk of 
privacy leakage.

In this paper, we have created a distilled version of the original medical image datasets using a novel distillation technique 
that combines diffusion models and distribution matching, named DDM. The diffusion model contributes by generating high-quality 
and diverse synthetic samples through its iterative denoising process, which ensures stability and better coverage of the underlying 
data distribution. On the other hand, distribution matching ensures that the generated synthetic data aligns closely with the real 
dataset at a class-consistent level, preserving discriminative features necessary for classification tasks. Together, this hybrid approach 
leverages the generative strength of diffusion models and the alignment capability of distribution matching to produce distilled 
datasets that are both informative and privacy-preserving. We have evaluated the performance of ML models trained on the original 
and distilled datasets, and we employed an autoencoder-based reconstruction process across three medical image classification 
tasks. By comparing the reconstructed images with the originals using various image similarity metrics, we quantify the extent of 
information retained in each dataset. Finally, we evaluate the trade-off between classification accuracy and privacy preservation of 
the original and distilled data.

The primary contributions of our work can be summarized as follows:

• Introduced a novel (DDM), a hybrid dataset distillation technique that combines diffusion models and distribution matching, 
leveraging diffusion for generating diverse and high-quality synthetic samples and distribution matching for preserving 
class-consistent discriminative features.

• Evaluated privacy preservation using an autoencoder-based technique to reconstruct images and assess reconstruction quality 
with multiple similarity metrics (SSIM, PSNR, LPIPS, NCC, FSIM). Additionally, evaluated membership inference attacks (MIA) 
and attribute inference attacks (AIA) to enable more rigorous privacy-oriented evaluations.

• Conducted extensive experiments on three medical imaging datasets (Pneumonia, COVID-19, and Brain Tumor) to demonstrate 
the effectiveness of the proposed approach in achieving a better trade-off between classification accuracy and privacy compared 
to existing data distillation approaches.

• Showed that our proposed framework yields distilled datasets that retain high classification accuracy while significantly 
reducing the risk of privacy leakage compared to existing data distillation techniques.

2. Related works

Dataset Distillation methods have been proposed as a promising solution to create compact but informative summaries from 
large datasets to ensure that only the most critical knowledge is retained from the larger datasets for training machine learning 
models. Keeping the size of the dataset small and retaining the important information of the larger dataset, data distillation offers 
an effective solution for addressing data complexity. Sucholutsky and Schonlau [12] discussed data distillation as a way of sample 
reduction. They emphasized the role of distillation in decreasing the memory footprint of datasets without sacrificing their learning 
potential, especially in image and text data handling. Wang et al. [4] discussed backpropagation-based distillation, showing its 
potential in resisting adversarial attacks and dealing with computationally costly tasks like data poisoning defense and adversarial 
robustness. Their research highlighted how the optimization of data representation using distillation can significantly cut down on 
training time and improve model generalization.

Nguyen et al. [13] investigated Kernel Inducing Points (KIP), a method that distills datasets by optimizing kernel-based 
representations. Their research showcased the effectiveness of KIP in reducing training costs while incorporating privacy-preserving 
mechanisms like 𝜌-corruption, a technique designed to prevent data leakage in federated learning. Guang Li et al. [14] introduced 
a novel data distillation approach for secure medical data sharing. By compressing and anonymizing medical image datasets, their 
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Fig. 1. Data distillation using distribution matching.

method facilitates efficient and privacy-preserving data exchange between hospitals. Experimental evaluations on COVID-19 chest 
X-ray images demonstrated its advantages over existing techniques. Beyond traditional data distillation, researchers have extended 
its applications to graph learning, continual learning, and domain adaptation. Ze et al. [15] proposed kernel ridge regression-based 
graph dataset distillation (KIDD), which exhibited strong performance in both forward and backward propagation processes. Their 
experiments on seven different datasets revealed that KIDD outperformed other data distillation methods and, in some cases, even 
surpassed models trained on the full dataset. Jin et al. [16] proposed GCond, a distillation technique for graph learning, addressing 
the challenge of condensing structured data while optimizing for neural architecture search (NAS). Their research demonstrated that 
graph distillation could improve model efficiency without requiring access to the full dataset. The authors in [17] introduce a method 
that transfers knowledge from multiple teacher feature maps to a low-resolution student model, improving recognition accuracy 
over baseline distillation but with the added computational cost of using multiple feature sources during training. Chen et al. [18] 
proposed Adaptive Synthetic Data Distillation, a technique that generates distilled datasets optimized for specific learning objectives 
using reinforcement learning-based strategies. Their work highlights how adaptive distillation can enhance model performance by 
dynamically selecting the most informative data points. Zhao and Bilen [19] explored DM (Dataset Matching) for domain adaptation, 
ensuring distilled datasets generalize well across various tasks by matching the feature distributions between different domains.

3. Background

3.1. Data distillation

Dataset distillation is a novel method intended to distill large sets of data into compact but very informative subsets, allowing 
for efficient training while maintaining model performance [20]. As machine learning increases, dealing with massive amounts of 
data becomes a problem because it involves enormous storage and computing expenses. Training on complete datasets tends to 
result in inefficiencies, and thus, it is essential to find and keep only the most important data points. Dataset distillation does this 
by combining or sampling representative samples that capture the insight of the original dataset [21]. Distilled data enables model 
deployment on devices with limited resources so that ML can be applied to a wider domain. Yet, finding the right balance between 
data reduction and model effectiveness entails strategic approaches to guarantee that distilled datasets still contain learning signals.

Data Distillation learning frameworks provide structured approaches to optimize dataset distillation. These frameworks define 
how distilled data is generated, selected, and refined to maintain essential learning signals while significantly reducing data volume. 
Techniques such as meta-model matching, parameter matching [13], and distribution matching [22] enable models to retain critical 
training dynamics, ensuring effective generalization despite working with distilled data. The various data distillation frameworks are 
performance matching, gradient matching, parameter matching, and distribution matching. Performance matching aims to create 
distilled datasets using methods like meta-model matching [20] and kernel ridge regression [23]. Gradient matching tries to generate 
synthetic data so that the training gradients of the synthetic match those of the real data [24]. The parameter matching technique 
tries to align the neural network parameters trained on the distilled data with those trained on the original data through single-step 
matching or multi-step matching [25]. On the other hand distribution matching method aligns the feature distributions of distilled 
and original datasets by minimizing the distance between their mean feature representations, offering a scalable and memory-
efficient alternative to parameter-based approaches without requiring bilevel optimization distillation. We have used a distribution 
matching technique to generate distilled data, which is explained in the following subsection.
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Fig. 2. Data distillation Using DDM technique (proposed).

3.1.1. Distribution matching
Although the parameter-wise evaluation demonstrated promising performance, Zhao and Bilen [19] conducted a visualization 

of the distilled data in a two-dimensional space, revealing a significant distributional gap between the distilled and target datasets. 
This indicates that the distilled data does not fully capture the underlying feature space of the target distribution. To address this 
limitation, they introduced a method that emphasizes distribution-level alignment between synthetic and target data in the dataset 
distillation process, as shown in Fig.  1.

The objective function used to optimize the synthetic data is: 

min


E𝜃∼𝑃𝜃

‖

‖

‖

‖

‖

‖

1
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‖
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2

(1)

where 𝑓𝜃 is parameterized by 𝜃, and 𝜃 is sampled from a random distribution 𝑃𝜃 . 𝑥𝑖 and 𝑥̂𝑖 are the samples of the original and 
distilled datasets, respectively. || and | | are the cardinality of dataset  and  , respectively.

As illustrated in Eq. (1), distribution matching operates independently of model parameters and avoids the need for bilevel 
optimization, resulting in reduced memory consumption, making it more scalable for large datasets and high-dimensional data. 
The limitation of distribution matching is that it primarily aligns feature representations at the dataset level rather than enforcing 
fine-grained instance-level alignment.

3.1.2. Gradient matching
Gradient matching-based data distillation optimizes a synthetic dataset 𝐷syn such that its training gradients approximate those 

of the original dataset 𝐷. This approach was first introduced by Zhao et al. [24] in their work on Dataset Condensation (DC). 
The optimization objective, as shown in Eq. (2), minimizes the distance between the gradients of a model trained on 𝐷 and 𝐷syn
over 𝑇 -steps of training. The process assumes 𝑇 -step inner-loop optimization for computational traceability, local smoothness of the 
parameter space, and first-order approximation of the model trajectory using 𝐷syn. By avoiding the unrolling of the inner loop, DC 
achieves a significant reduction in computational overhead compared to meta-model matching frameworks: 

argmin
𝐷syn

E𝜃0∼𝑃𝜃 ,𝑐∼𝐶

[ 𝑇
∑

𝑡=0
𝐷
(

∇𝜃𝑐
𝐷(𝜃𝑡),∇𝜃𝑐

𝐷syn
(𝜃𝑡)

)

]

s.t. 𝜃𝑡+1 ← 𝜃𝑡 − 𝜂 ⋅ ∇𝜃𝐷syn (𝜃𝑡) (2)

3.2. Diffusion model

Diffusion models are a class of deep generative models that learn to create realistic data by reversing a gradual noising process. 
The core idea is to start with real data and progressively add Gaussian noise over several steps until the data is completely destroyed 
into random noise. A neural network is then trained to learn the reverse process, i.e., how to remove noise step by step and recover 
the original data distribution. This formulation makes diffusion models both stable to train and capable of producing high-quality 
synthetic samples. Ho et al. introduced the Denoising Diffusion Probabilistic Model (DDPM) in which the training objective is 
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simplified into a noise-prediction problem [9]. Given a clean data sample 𝑥0, noise 𝜖 ∼  (0, 𝐼) is added to produce a noisy version 
𝑥𝑡 =

√

𝛼̄𝑡 𝑥0 +
√

1 − 𝛼̄𝑡 𝜖, where the timestep 𝑡 is sampled uniformly from {1,… , 𝑇 }. The model 𝜖𝜃(𝑥𝑡, 𝑡) is then trained to predict the 
added noise using the following mean squared error (MSE) loss: 

𝐿(𝜃) = E𝑥0 ,𝜖,𝑡
[

‖𝜖 − 𝜖𝜃(𝑥𝑡, 𝑡)‖2
]

. (3)

This simplified formulation is the standard objective function for diffusion models, as it is computationally efficient, easy to 
implement, and highly effective in enabling the generation of high-fidelity synthetic data. In our work, we leverage this property to 
generate realistic synthetic images from the original dataset, which can be used for tasks such as synthetic data generation, privacy 
preservation, and improving model generalization.

3.3. Autoencoder for image reconstruction

Autoencoders have emerged as a popular unsupervised learning alternative to traditional neural networks [26,27]. Their primary 
goal is to learn compact, informative representations of input data while preserving essential features. A basic autoencoder operates 
using backpropagation, reconstructing the original input at the output by passing it through an encoder with a reduced number of 
hidden neurons. This compressed representation captures the underlying structure of the data and is expected to enable accurate 
reconstruction of the original input.

Given a set of training samples 𝐱 = [𝑥1, 𝑥2,… , 𝑥𝑀 ], where each 𝑥𝑘 ∈ R𝑚 for 𝑘 = 1,… ,𝑀 , the goal of an autoencoder is to 
minimize the reconstruction loss between the original image and the reconstructed image: 

min
𝑀
∑

𝑘=1

‖

‖

𝑥𝑘 − 𝑥̂𝑘‖‖
2 (4)

where 𝑥𝑘 and 𝑥̂𝑘 are the input and the reconstructed output, respectively.
A basic autoencoder learning process involves iteratively updating the network’s weights or parameters to minimize the error 

between the input data and its reconstructed output. This process is continued till the reconstruction error goes below a predefined 
threshold [28].

3.4. Evaluation metrics

3.4.1. Structural Similarity Index Measure (SSIM)
SSIM is a metric that measures image quality loss due to processing like compression, transmission distortion, and reconstruction. 

In this approach, image loss is viewed as the alteration of perception in structural information, which comes closer to human vision 
perception. It includes major perception-oriented factors like structure, luminance, and contrast. The term structural information 
highlights strongly interdependent pixels or spatially closed pixels. Luminance denotes differences in light that are less apparent 
along the borders of an image, whereas contrast denotes differences that are less apparent in the texture of the image. SSIM is 
applied to assess perceived image quality by quantifying the similarity between the original and reconstructed images [29]. The 
SSIM between two image 𝑥 and 𝑦 is defined as: 

SSIM(𝑥, 𝑦) =
(2𝜇𝑥𝜇𝑦 + 𝐶1)(2𝜎𝑥𝑦 + 𝐶2)

(𝜇2
𝑥 + 𝜇2

𝑦 + 𝐶1)(𝜎2𝑥 + 𝜎2𝑦 + 𝐶2)
(5)

where:

• 𝜇𝑥: mean intensity of image 𝑥
• 𝜇𝑦: mean intensity of image 𝑦
• 𝜎2𝑥: variance of image 𝑥
• 𝜎2𝑦 : variance of image 𝑦
• 𝜎𝑥𝑦: covariance between image 𝑥 and 𝑦
• 𝐶1 and 𝐶2 are small constants to stabilize the division when denominators are close to zero.

The SSIM score ranges from −1 to 1, where 1 indicates perfect structural similarity between the original and reconstructed, and 
values closer to 0 or negative indicate increasing levels of dissimilarity.

3.4.2. Peak Signal-to-Noise Ratio (PSNR)
PSNR is a widely used metric for assessing the quality of reconstruction in image processing applications like compression, 

denoising, and reconstruction. PSNR relies on pixel-wise Mean Squared Error (MSE) between the reconstructed and original image. 
PSNR is the ratio of the maximum value of a signal to the power of noise that distorts the quality of its representation [30]. PSNR 
is mathematically defined as follows: 

PSNR = 10 ⋅ log10

(

𝐿2

MSE

)

(6)

where:
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• 𝐿 represents the highest possible pixel value in the image,
• MSE denotes the Mean Squared Error between the original and the reconstructed image.

The Mean Squared Error (MSE) is given by: 

MSE = 1
𝑚𝑛

𝑚
∑

𝑖=1

𝑛
∑

𝑗=1
[𝐼(𝑖, 𝑗) −𝐾(𝑖, 𝑗)]2 (7)

where:

• 𝐼(𝑖, 𝑗): pixel value of the original image at position (𝑖, 𝑗),
• 𝐾(𝑖, 𝑗): pixel value of the reconstructed image at position (𝑖, 𝑗),
• 𝑚 × 𝑛: dimensions of the image.

Higher PSNR indicates better image quality (i.e., the reconstructed image is closer to the original), while a lower PSNR indicates 
the reconstructed image differs from the original image.

3.4.3. Learned Perceptual Image Patch Similarity (LPIPS)
The LPIPS metric evaluates the perceptual similarity between two images using deep neural network feature maps. It measures 

the distance between feature activations extracted from networks like AlexNet or VGG [31]. LPIPS is defined as: 

LPIPS(𝑥, 𝑦) =
∑

𝑙
𝑤𝑙 ⋅

1
𝐻𝑙𝑊𝑙

𝐻𝑙
∑

ℎ=1

𝑊𝑙
∑

𝑤=1

‖

‖

‖

𝜙̂𝑥
𝑙 (ℎ,𝑤) − 𝜙̂𝑦

𝑙 (ℎ,𝑤)‖‖
‖

2

2
(8)

where:

• 𝜙𝑙 is the activation from layer 𝑙 of a pretrained network.
• 𝜙̂𝑙 represents normalized feature vectors.
• 𝐻𝑙 ,𝑊𝑙 denote the height and width of the 𝑙th feature map.
• 𝑤𝑙 is the learned weight for each layer.
• 𝑥, 𝑦 are the original and reconstructed images.

Lower LPIPS values indicate higher perceptual similarity between the original and the reconstructed image.

3.4.4. Normalized Cross-Correlation (NCC)
NCC quantifies the linear correlation between two images and is robust to brightness and contrast changes [32]. NCC is given 

as: 

NCC(𝑥, 𝑦) =
∑𝑁

𝑖=1(𝑥𝑖 − 𝑥̄)(𝑦𝑖 − 𝑦̄)
√

∑𝑁
𝑖=1(𝑥𝑖 − 𝑥̄)2 ⋅

√

∑𝑁
𝑖=1(𝑦𝑖 − 𝑦̄)2

(9)

where:

• 𝑥𝑖, 𝑦𝑖 are pixel values from the original and reconstructed images.
• 𝑥̄, 𝑦̄ are the mean values of 𝑥 and 𝑦 respectively.
• 𝑁 is the total number of pixels.

NCC ranges from −1 (perfect negative correlation) to 1 (perfect positive correlation). Higher values indicate better reconstruction.

3.4.5. Feature Similarity Index Measure (FSIM)
FSIM evaluates perceptual similarity based on the human visual system, incorporating phase congruency and gradient magni-

tude [33]. FSIM is defined as: 

FSIM(𝑥, 𝑦) =
∑

𝑖∈𝛺 𝑃𝐶𝑚(𝑖) ⋅ 𝑆𝐿(𝑖)
∑

𝑖∈𝛺 𝑃𝐶𝑚(𝑖)
(10)

where:

• 𝛺 is the spatial domain of the image.
• 𝑃𝐶𝑚(𝑖) = max(𝑃𝐶𝑥(𝑖), 𝑃𝐶𝑦(𝑖)) is the maximum phase congruency at pixel 𝑖.
• 𝑆𝐿(𝑖) is the similarity measure at pixel 𝑖 considering phase congruency and gradient magnitude.

FSIM values lie between 0 and 1, with higher values indicating better perceptual quality between the original and reconstructed 
image.
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3.4.6. Earth Mover’s Distance (EMD)
EMD measures the minimum cost of transforming one distribution into another, often applied to image histograms [34]. EMD 

is defined as: 

EMD(𝑃 ,𝑄) =
∑

𝑖,𝑗 𝑓𝑖𝑗 ⋅ 𝑑𝑖𝑗
∑

𝑖,𝑗 𝑓𝑖𝑗
(11)

where:

• 𝑓𝑖𝑗 is the optimal flow from 𝑝𝑖 to 𝑞𝑗 .
• 𝑑𝑖𝑗 is the ground distance between bins 𝑖 and 𝑗.

Lower EMD indicates that the original and the reconstructed images are more similar.

3.4.7. Membership Inference Attack (MIA)
A Membership Inference Attack determines whether a specific sample was included in the training dataset of a target model. 

Given a machine learning model 𝑓𝜃 , parameterized by 𝜃, and a sample (𝑥, 𝑦), where 𝑥 is the input data and 𝑦 is the true label, 
the adversary attempts to infer a binary variable 𝑚 ∈ {0, 1}. Here, 𝑚 = 1 indicates that (𝑥, 𝑦) was part of the training dataset (a 
‘‘member’’), and 𝑚 = 0 indicates that it was not (a ‘‘non-member’’) [35]. The attacker constructs an inference function as: 

𝑚̂ = 𝑔(𝑓𝜃(𝑥), 𝑦) (12)

where 𝑚̂ is the predicted membership status, and 𝑔(⋅) is the attack function that uses the model’s outputs (e.g., prediction 
probabilities, losses, or gradients). The performance of MIAs is commonly evaluated using metrics such as attack accuracy, precision, 
recall, and Area Under the ROC Curve (AUC) [36].

3.4.8. Attribute Inference Attack (AIA)
An Attribute Inference Attack attempts to infer hidden or sensitive features of an individual, given partial information and access 

to the model. Let a data record be represented as 𝑥 = (𝑥pub, 𝑥priv), where 𝑥pub denotes publicly known or observable attributes and 
𝑥priv represents the sensitive attribute to be inferred (e.g., medical condition, demographic information). The target model is denoted 
as 𝑓𝜃 , parameterized by 𝜃. The adversary constructs an inference as: 

𝑥̂priv = ℎ(𝑓𝜃(𝑥pub)) (13)

where 𝑥̂priv is the predicted sensitive attribute and ℎ(⋅) is the attack function that uses the model’s outputs or intermediate 
representations. The success of AIAs is measured using metrics such as classification accuracy, F1-score, AUC, or mutual information 
between the true sensitive attribute 𝑥priv and the predicted attribute 𝑥̂priv. High values of these metrics indicate greater leakage of 
private information [37].

4. Evaluation methodology

This section outlines the pipeline followed to evaluate the privacy preservation capabilities of dataset distillation through 
autoencoder-based reconstruction analysis. The methodology comprises four key components: dataset selection, dataset distillation, 
image reconstruction using an autoencoder, and quantitative evaluation using similarity metrics.

Algorithm 1 Distribution Matching-Based Dataset Distillation
Input: 𝑓𝜃 : feature extractor,  : real dataset; : distilled data; 𝛼: step size; 𝑇steps: number of optimization steps

1:  Initialize  = {𝑥̂𝑖}
||
𝑖=1 randomly

2:  Compute real feature mean: 𝜇 = 1
| |

∑

𝑥𝑖∈ 𝑓𝜃(𝑥𝑖)
3:  for training step 𝑡 = 1 to 𝑇steps do
4:  Compute synthetic feature mean: 𝜇 = 1

||
∑

||
𝑖=1 𝑓𝜃(𝑥̂𝑖)

5:  Compute matching loss: 𝐷𝑀 = ‖

‖

𝜇 − 𝜇 ‖‖
2

6:  Update synthetic data:  ←  − 𝛼∇𝐷𝑀
7:  end for
Output: Distilled dataset 
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Fig. 3. Original pneumonia and its reconstructed image.

Algorithm 2 Gradient Matching-Based Dataset Distillation
Input: : real dataset; 𝑠𝑦𝑛: distilled dataset; 𝐶: number of classes; 𝑃𝜃0 : distribution of model initializations; 𝜂: model learning rate; 
𝑇 : number of inner training steps; 𝛼: step size for updating 𝑠𝑦𝑛; 𝐷(⋅, ⋅): gradient distance function

1:  Initialize 𝑠𝑦𝑛 randomly
2:  for optimization step = 1 to 𝑁 do
3:  Sample model initialization 𝜃0 ∼ 𝑃𝜃0
4:  for training step 𝑡 = 0 to 𝑇 − 1 do
5:  Compute real gradients: 𝑔𝑐(𝜃𝑡) = ∇𝜃𝑡

𝑐
(𝜃𝑡) for each class 𝑐 ∈ 𝐶

6:  Compute synthetic gradients: 𝑔𝑐𝑠𝑦𝑛
(𝜃𝑡) = ∇𝜃𝑡

𝑐
𝑠𝑦𝑛

(𝜃𝑡)

7:  Compute gradient matching loss: 𝐺𝑀 =
∑𝐶

𝑐=1 𝐷
(

𝑔𝑐(𝜃𝑡), 𝑔
𝑐
𝑠𝑦𝑛

(𝜃𝑡)
)

8:  Update model parameters: 𝜃𝑡+1 ← 𝜃𝑡 − 𝜂 ⋅ 𝑔𝑐𝑠𝑦𝑛
(𝜃𝑡)

9:  end for
10:  Update synthetic data: 𝑠𝑦𝑛 ← 𝑠𝑦𝑛 − 𝛼∇𝑠𝑦𝑛

𝐺𝑀
11:  end for
Output: Distilled dataset 𝑠𝑦𝑛

4.1. Dataset description

We have used three medical image datasets for our experiment. One is the Chest-Xray-Pneumonia dataset [38], containing chest 
X-ray images categorized into two classes: ‘Normal’ and ‘Pneumonia’, out of which 8917 are pneumonia cases and 3312 are normal 
cases. The second dataset used is COVID-19 [39], a chest X-ray image labeled as ‘Normal’ or ‘Infected’ with COVID-19, out of which 
3616 images are of the normal class and 3616 images are of the infected class. We have also used Brain Tumor [40], an MRI image 
of brain tumors. Of these images, 9828 were labeled as having brain tumors, and 9546 were normal images.

4.2. Distillation process

To generate compact, privacy-aware datasets, we applied a dataset distillation technique that compresses the training data into 
a significantly smaller synthetic dataset. The distillation process preserves task-relevant features needed for classification while 
eliminating redundant or sensitive information. This distilled data can be used in a resource-limited environment.

4.2.1. Distribution matching based distillation (DM)
The distilled dataset for each domain was generated using a feature distribution matching-based approach having an objective 

function shown in Eq. (1) that minimizes the statistical discrepancy between the latent representations of real and synthetic data. The 
algorithm used for creating the distilled images using distribution matching techniques is shown in Algorithm 1. In this algorithm, 
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Fig. 4. Distilled pneumonia and its reconstructed image using DM technique.

Fig. 5. Distilled pneumonia and its reconstructed image using GM technique.

synthetic data points are iteratively updated to align their representations with those of the original dataset in a high-dimensional 
feature space. We have used a pre-trained ResNet-18 as the fixed feature extractor to capture semantically meaningful embeddings, 
which guide the distillation process. Each class in the dataset was distilled into a limited number of images, drastically reducing 
the dataset size while maintaining high classification performance. This makes the approach particularly suitable for edge devices 
or resource-constrained environments, where full dataset access is infeasible.

4.2.2. Gradient matching based distillation (GM)
The distilled dataset for each domain was also generated using a gradient-matching-based approach, whose objective function in 

Eq.  (2) minimizes the discrepancy between the training gradients computed on real data and those computed on synthetic data. The 
algorithm for gradient matching is provided in Algorithm 2. In this method, for every optimization step, a model is initialized from 
a distribution of parameters, and class-wise gradients are computed both on the real dataset and the synthetic dataset. The synthetic 
gradients are then aligned with the real gradients by minimizing a gradient matching loss that aggregates the discrepancy across all 
classes. During the inner loop, model parameters are updated using synthetic gradients, while in the outer loop, the synthetic data 
itself is refined by backpropagating through the gradient matching loss. This bidirectional optimization ensures that the distilled 
dataset induces training dynamics that closely mimic those of the full dataset. Each class is distilled into a small number of synthetic 
samples, which drastically reduces storage and training time while preserving gradient information critical for generalization. Such 
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an approach is particularly suitable for efficient model training in resource-limited environments, where matching the optimization 
trajectory of real data is more important than directly matching feature statistics.

Algorithm 3 Diffusion and Distribution Matching (DDM) Based Dataset Distillation
Input:  : real dataset with class labels; : distilled dataset 𝑓𝜙: feature extractor; 𝜖𝜃 : diffusion model; 𝑁cand: candidates per class; 
𝐾: selected samples per class; 𝜏: diversity threshold

1:  Train diffusion model: optimize 𝜖𝜃 by minimizing:
Diff = E𝑥0 ,𝑡,𝜖‖𝜖 − 𝜖𝜃(𝑥𝑡, 𝑡)‖2

2:  Compute real statistics: for each class 𝑐, compute feature mean:
𝜇𝑐 =

1
|𝑐 |

∑

𝑥∈𝑐 𝑓𝜙(𝑥)
3:  Generate candidates: for each class 𝑐, sample 𝑁cand synthetic images {𝑥̃} using 𝜖𝜃
4:  Extract features: compute 𝑓𝜙(𝑥̃) for each synthetic candidate
5:  Compute Distribution Matching Loss: Refine candidates by minimizing:

DM =
∑

𝑐

‖

‖

‖

‖

‖

‖

1
|𝑐 |

∑

𝑥̃∈𝑐

𝑓𝜙(𝑥̃) − 𝜇𝑐
‖

‖

‖

‖

‖

‖

2

 where 𝑐 denotes the set of current candidates for class 𝑐.
6:  Refine candidates: Update synthetic samples to reduce distribution gap:

𝑥̃ ← 𝑥̃ − 𝜂∇𝑥̃DM

7:  Assign candidates to classes: for each 𝑥̃, find nearest class 𝑐 using
𝑑(𝑥̃, 𝑐) = ‖𝑓𝜙(𝑥̃) − 𝜇𝑐‖

8:  Diversity-aware top-𝐾 selection: for each class 𝑐, greedily select 𝐾 candidates with smallest 𝑑(𝑥̃, 𝑐), ensuring each new 
sample has feature distance ≥ 𝜏
9:  Construct distilled dataset:  =

⋃

𝑐{𝑥̃selected}

Output: Distilled dataset 

4.2.3. Diffusion and distribution matching based distillation (DDM)
In this work, we propose a novel dataset distillation framework that integrates diffusion-based generative modeling with 

distribution matching for effective synthetic data selection as shown in Fig.  2 . The distilled dataset for each domain was generated 
using a novel diffusion–distribution–matching approach (DDM), whose procedure is detailed in Algorithm 3. In this method, a 
diffusion model is first trained to learn the underlying data distribution by minimizing a denoising objective that reconstructs clean 
samples from noisy inputs. Once trained, the diffusion model generates a large pool of synthetic candidates for each class, which are 
subsequently embedded into a feature space using a pretrained feature extractor. To ensure alignment between real and synthetic 
distributions, class-wise feature means are computed from the real dataset, and a distribution matching loss is applied to refine the 
synthetic candidates by minimizing their feature discrepancy with respect to these real statistics. This refinement step encourages the 
generated samples to preserve class-level structure and semantic fidelity. Following refinement, synthetic candidates are assigned to 
the nearest class mean in feature space, and a diversity-aware selection strategy is employed to retain only the most representative 
and non-redundant samples per class. The final distilled dataset is constructed from these selected candidates, yielding a compact 
yet diverse representation of the real data. By unifying diffusion-based generative modeling with distribution-level alignment and 
diversity-aware selection, this approach effectively balances sample quality, class fidelity, and feature diversity, thereby enhancing 
the utility of distilled datasets for downstream training.

4.3. Autoencoder-based reconstruction

To evaluate privacy leakage from both the original and distilled datasets, we trained a convolutional autoencoder designed to 
reconstruct input images. The quality of these reconstructions serves as a measure of how much visual and structural information 
the dataset retains, which directly correlates with potential privacy risks. The autoencoder architecture consisted of an encoder with 
convolutional and max-pooling layers that compressed the input into a latent space and a decoder with convolutional and upsampling 
layers that aimed to reconstruct the original image from this latent representation. The final output layer used a sigmoid activation 
to ensure the reconstructed pixel values remained within the range [0, 1]. The model was trained using the Mean Squared Error 
(MSE) loss function and the Adam optimizer over 10 epochs.

The autoencoder was trained separately on the original and distilled datasets to assess the extent of information retained in both 
datasets. A high-quality reconstruction implies that the dataset still contains substantial visual information, potentially revealing 
identifiable or sensitive content. Conversely, poor reconstructions suggest reduced fidelity and, therefore, better privacy preservation.
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Fig. 6. Distilled pneumonia and its reconstructed image using DDM (proposed) technique.

Table 1
Test accuracy (↑) of ResNet50 classifier trained on original and distilled datasets.
 Pneumonia [38] COVID-19 [39] Brain Tumor [40] 
 Original dataset 96.22% 92.86% 98.92%  
 Distilled dataset DM 90.48% 85.71% 81.00%  
 Distilled dataset GM 78.00% 84.00% 80.00%  
 Distilled dataset DDM (Proposed) 92.00% 88.00% 85.00%  

5. Results and discussion

5.1. Classification performance

We evaluated the test accuracy of the ResNet50 [41] classifier trained on both the original and distilled datasets, partitioned into 
80% as training and 20% as testing across three medical imaging tasks: Pneumonia detection, COVID-19 classification, and Brain 
Tumor classification. As expected, models trained on the original datasets consistently achieved the highest accuracy, with 96.22% 
for Pneumonia, 92.86% for COVID-19, and 98.92% for Brain Tumor. When trained on distilled datasets, the performance dropped 
due to information compression, yet the results remained competitive. Specifically, distribution matching (DM) achieved 90.48% for 
the Pneumonia dataset, 85.71% for COVID-19, and 81.00% for the Brain Tumor datasets. While gradient matching (GM) achieved 
an accuracy of 78.00%, 84.00%, and 80.00% for Pneumonia, COVID-19, and Brain Tumor datasets, respectively. In contrast, our 
proposed data distillation approach, i.e., diffusion–distribution–matching (DDM) approach, achieved a significantly better accuracy, 
with 92.00% for Pneumonia, 88.00% for COVID-19, and 85.00% for Brain Tumor, respectively. These results clearly highlight that 
our proposed method outperforms both DM and GM, narrowing the gap with models trained on full datasets as shown in Table  1.

Overall, this demonstrates that while dataset distillation inevitably introduces a trade-off between data efficiency and model 
accuracy, our proposed approach more effectively captures essential features for classification. Thus, it offers a promising direction 
for deploying deep learning models in resource-constrained environments while maintaining robust classification performance.

5.2. Image reconstruction evaluation

To evaluate the privacy-preserving potential of dataset distillation, we employed an autoencoder-based model to reconstruct 
images from both the original and distilled datasets. The reconstructed image from the original pneumonia dataset is shown in 
Fig.  3, and the reconstructed image from the distilled pneumonia dataset using the distribution matching technique is shown in 
Fig.  4, the reconstructed image from the distilled pneumonia dataset using the gradient matching technique is shown in Fig.  5, 
and the reconstructed image from the distilled pneumonia dataset using our proposed technique i.e., combination of diffusion and 
distribution matching (DDM) is shown in Fig.  6. It is quite clear from these figures that the autoencoder is able to reconstruct the 
images that match the original, but the reconstruction of the distilled data differs a lot from the original image visually.

The reconstructed image from the original data for COVID-19 is shown in Fig.  7. The reconstructed images from the distilled 
data for COVID-19 using distribution matching, gradient matching, and our proposed distillation technique are shown in Figs.  8, 
9, and 10, respectively. The figures clearly show that the autoencoder successfully reconstructs images that closely resemble the 
originals, whereas the reconstructions from the distilled data exhibit significant visual discrepancies. We have also reconstructed 
the image using an autoencoder for the brain tumor dataset. The reconstructed image from the original data is shown in Fig.  11 
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Fig. 7. Original COVID-19 and its reconstructed image.

Fig. 8. Distilled COVID-19 and its reconstructed image using DM technique.

and the reconstructed image from the distilled data using the distribution matching approach is shown in Fig.  12. The reconstructed 
image for the brain tumor dataset using the gradient matching technique is shown in Fig.  13. Fig.  14 depicts the reconstruction 
done using our proposed distillation technique for the brain tumor dataset. As evident from the figures, the autoencoder effectively 
reconstructs images that are visually consistent with the originals. On the other hand, reconstructions based on the distilled data 
display noticeable deviations from the original images. Since no details can be inferred from the distilled reconstructed images, 
this suggests that the method effectively preserves privacy. So, to evaluate this, we then compared the reconstructions done using 
various data distillation approaches with the corresponding original images using different image similarity metrics such as SSIM, 
PSNR, LPIPS, NCC, FSIM, and EMD.

5.2.1. Structural Similarity Index Measure (SSIM)
The results in Fig.  15 presents the SSIM results with 95% confidence interval (CI) across Pneumonia, COVID-19, and Brain 

Tumor datasets. As expected, reconstructions from the original datasets exhibit the highest similarity to the input data, with SSIM 
scores of 0.7577, 0.9015, and 0.7042, respectively. These high values confirm that original data reconstructions carry the strongest 
privacy risk. In contrast, distilled datasets achieve significantly lower SSIM scores, indicating reduced reconstruction fidelity and 
improved privacy preservation. Distribution matching (DM) yields scores of 0.3694, 0.2155, and 0.2077, while gradient matching 
(GM) produces moderately higher values of 0.4451, 0.2879, and 0.4139, reflecting weaker privacy protection compared to DM 
across three datasets.
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Fig. 9. Distilled COVID-19 and its reconstructed image using GM technique.

Fig. 10. Distilled COVID-19 and its reconstructed image using DDM (proposed) technique.

Our proposed (DDM) method achieves SSIM values of 0.1773 for Pneumonia, 0.2377 for COVID-19, and 0.2159 for Brain 
Tumor. These values are consistently lower than those of GM and, in most cases, competitive with or better than DM, striking 
a favorable balance between utility and privacy. Overall, the findings confirm that dataset distillation reduces reconstructability, 
thereby protecting privacy, and that our proposed approach provides the strongest privacy advantage while retaining essential 
features for downstream classification tasks.

5.2.2. Peak Signal-to-Noise Ratio (PSNR)
The PSNR results in Fig.  16 with 95% CI further highlight the disparity in reconstruction quality between original and distilled 

datasets. Reconstructions from the original datasets achieve the highest PSNR values of 21.54 dB for Pneumonia, 25.52 dB for 
COVID-19, and 21.20 dB for Brain Tumor, demonstrating strong fidelity to the original data and, consequently, higher privacy risk. In 
contrast, distilled datasets yield notably lower PSNR scores, highlighting their reduced reconstruction quality and enhanced privacy 
protection. Specifically, distribution matching (DM) produces values of 14.83 dB, 13.67 dB, and 14.41 dB for Pneumonia, COVID-19, 
and Brain Tumor, respectively. Gradient matching (GM) results in higher PSNR scores of 19.11 dB, 18.86 dB, and 19.30 dB, reflecting 
weaker privacy preservation due to closer resemblance to original images.

DDM, our proposed method, achieves PSNR values of 15.45 dB for Pneumonia, 13.52 dB for COVID-19, and 14.60 dB for Brain 
Tumor. These scores are consistently lower than GM and competitive with DM, demonstrating that our approach maintains a stronger 
balance between utility and privacy. Overall, the findings confirm that our proposed method reduces reconstruction fidelity more 
effectively than GM, offering improved privacy while retaining sufficient feature information for downstream tasks.

5.2.3. Learned Perceptual Image Patch Similarity (LPIPS)
The LPIPS results in Fig.  17 with 95% CI further illustrate perceptual differences between original and distilled reconstructions. 

Reconstructions from the original datasets achieve the lowest LPIPS values, 0.0312 for Pneumonia, 0.0156 for COVID-19, and 0.0179 
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Fig. 11. Original brain tumor and its reconstructed image.

Fig. 12. Distilled brain tumor and its reconstructed image using DM technique.

for Brain Tumor, indicating high visual fidelity to the source images. While this suggests strong data utility, it also reflects weaker 
privacy preservation. In contrast, distilled datasets yield substantially higher LPIPS scores, highlighting greater perceptual distortion 
and reduced resemblance to the original inputs. Distribution matching produces 0.5303, 0.7517, and 0.7682 across the three 
datasets, whereas gradient matching yields comparatively lower scores of 0.3168, 0.2834, and 0.3062 for pneumonia, COVID-19, 
and brain tumor, respectively, pointing to weaker privacy protection.

DDM data distillation approach achieves 0.6902 for pneumonia, 0.7403 for COVID-19, and 0.7730 for brain tumors. These 
values are consistently higher than gradient matching and comparable with the distribution matching, demonstrating the ability of 
the proposed method to enforce stronger perceptual dissimilarity while retaining essential features for classification. These results 
underline that our method offers an improved trade-off between model performance and privacy, outperforming existing distillation 
techniques in privacy preservation.

5.2.4. Normalized Cross-Correlation (NCC)
The NCC results in Fig.  18 with 95% CI highlight the reconstruction differences between original and distilled datasets. As 

expected, the original datasets achieve the strongest correlation with the inputs, with scores of 0.9178 for Pneumonia, 0.9640 for 
COVID-19, and 0.8540 for Brain Tumor, indicating high pixel-level similarity and, consequently, greater privacy risk. Distillation 
substantially lowers these correlations. Distribution matching (DM) records values of 0.5484, 0.5861, and 0.5666, while gradient 
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Fig. 13. Distilled brain tumor and its reconstructed image using GM technique.

Fig. 14. Distilled brain tumor and its reconstructed image using DDM (proposed) technique.

Fig. 15. SSIM score.
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Fig. 16. PSNR score.

Fig. 17. LPIPS score.

matching (GM) produces 0.5659, 0.6108, and 0.4524 for Pneumonia, COVID-19, and Brain Tumor, respectively. The higher scores 
observed for GM suggest weaker privacy protection compared to DM.

Our proposed method achieves NCC scores of 0.4654 for Pneumonia, 0.2584 for COVID-19, and 0.4421 for Brain Tumor. 
These results are consistently lower than GM and DM, demonstrating that our approach effectively reduces pixel-level similarity 
to the original data. This balance confirms that the proposed method strengthens privacy while retaining sufficient information for 
classification.

5.2.5. Feature Similarity Index Measure (FSIM)
The FSIM results shown in Fig.  19 with 95% CI highlight clear differences between reconstructions from original and distilled 

datasets. The original datasets consistently produce the highest FSIM values of 0.7310 for Pneumonia, 0.7829 for COVID-19, and 
0.7168 for Brain Tumor, reflecting strong structural feature alignment with the source images and, therefore, greater privacy 
risks. Among the distilled methods, distribution matching (DM) achieves scores of 0.5785, 0.4435, and 0.4330 across the three 
datasets, while gradient matching (GM) yields higher values of 0.6752, 0.6694, and 0.6293. The higher FSIM of GM indicates closer 
resemblance to the original data, suggesting weaker privacy protection.
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Fig. 18. NCC score.

Fig. 19. FSIM score.

DDM distillation technique records FSIM values of 0.2891 for Pneumonia, 0.3630 for COVID-19, and 0.3312 for Brain Tumor. 
These are consistently lower than GM and DM, demonstrating that the proposed approach effectively reduces structural similarity 
to original data while retaining the essential discriminative features required for classification. Overall, the FSIM analysis further 
confirms that our method offers a more favorable balance between privacy preservation and task utility compared to existing 
distillation techniques.

5.2.6. Earth Mover’s Distance (EMD)
The EMD, a metric for assessing distributional divergence, was computed to evaluate the quality of reconstructions. For the 

Pneumonia dataset, the original reconstructions yielded an EMD score of 2.6784 for Pneumonia, 2.8553 for COVID-19, and 1.5865 
for Brain Tumor, indicating greater similarity to the input images. Distilled datasets, on the other hand, produce substantially higher 
EMD values, confirming reduced reconstruction fidelity and stronger privacy protection. Specifically, distribution matching (DM) 
yields 23.5902, 27.3656, and 19.6181 for Pneumonia, COVID-19, and Brain Tumor, respectively. Gradient matching (GM), however, 
achieves lower EMD scores of 8.8439, 10.0002, and 11.3043, compared to the distribution matching technique.

Our proposed method yields EMD scores of 21.7694 for Pneumonia, 24.9758 for COVID-19, and 18.8940 for Brain Tumor, as 
shown in Fig.  20 with 95% CI. These results are consistently higher than GM and competitive with DM, demonstrating that our 
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Fig. 20. EMD score.

Table 2
MIA and AIA AUC values for different datasets.
 Dataset Pneumonia [38] COVID-19 [39] Brain Tumor [40]
 MIA (AUC)↓ AIA (AUC)↓ MIA (AUC)↓ AIA (AUC)↓ MIA (AUC)↓ AIA (AUC)↓ 
 Original dataset 0.5149 0.9794 0.5192 0.9172 0.5385 0.9687  
 Distilled DM 0.4571 0.5000 0.5010 0.6475 0.5186 0.6894  
 Distilled GM 0.5100 0.8062 0.6500 0.6808 0.5070 0.6818  
 Distilled DDM (Proposed) 0.4967 0.6164 0.4945 0.5824 0.4911 0.5554  

approach enforces stronger distributional divergence while maintaining task-relevant information. The EMD findings reaffirm that 
our method achieves an improved privacy–utility trade-off, offering enhanced robustness for privacy-sensitive applications such as 
medical image analysis.

5.3. Attack based evaluation

5.3.1. Membership Inference Attack (MIA)
The Membership Inference Attack (MIA) Area under the ROC Curve (AUC) values across all datasets reveal that distillation 

consistently offers privacy advantages compared to models trained on original datasets. In the Pneumonia dataset, the original 
model achieves 0.5149, whereas the distilled DM (0.4571), distilled GM (0.5100), and our DDM distillation approach (0.4967) all 
show lower or comparable values, indicating reduced vulnerability. For the COVID-19 dataset, the original model yields a value of 
0.5192, while the distilled DM (0.5010) and distilled DDM methods (0.4945) achieve lower values. In contrast, distilled GM shows 
a higher AUC of 0.6500. In the Brain Tumor dataset, the original model obtains 0.5385, whereas distilled DM (0.5186), distilled 
GM (0.5070), and distilled DDM (0.4911) reduce this vulnerability, as shown in Table  2. These results demonstrate that distillation, 
and particularly the proposed distillation technique, effectively lowers the success rate of MIAs, thereby enhancing privacy.

5.3.2. Attribute Inference Attack (AIA)
The Attribute Inference Attack (AIA) AUC values show an even stronger privacy benefit from distillation. For the Pneumonia 

dataset, the original model achieves a very high accuracy of 0.9794, while distilled DM reduces it to 0.5000, distilled GM achieves 
0.8062, and the distilled DDM method further lowers it to 0.6164. In the COVID-19 dataset, the original model achieves 0.9172, 
compared to 0.6475 for distilled DM, 0.6808 for distilled GM, and a much lower 0.5824 with the proposed method. Similarly, in 
the Brain Tumor dataset, the original model achieves a score of 0.9687, which drops to 0.6894 for distilled DM, 0.6818 for distilled 
GM, and further to 0.5554 for the distilled DDM, as shown in Table  2. These consistent reductions across all datasets highlight that 
dataset distillation not only improves resistance against MIAs but also substantially enhances protection against AIAs, making it an 
effective privacy-preserving strategy.

These results suggest that the autoencoder is less capable of accurately reconstructing images from the distilled datasets, 
indicating that much of the fine-grained or sensitive visual information is lost during the distillation process. This reduced 
reconstructability enhances the privacy-preserving properties of the distilled datasets, as it becomes more difficult to regenerate 
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identifiable or diagnostically critical features from them. Thus, while some classification performance is sacrificed, dataset distillation 
provides a measurable gain in privacy preservation by impeding high-fidelity reconstruction. Importantly, our proposed model 
further strengthens this trade-off by maintaining stronger classification performance compared to traditional distillation approaches, 
such as distribution matching and gradient matching, while also achieving improved privacy preservation. Our proposed distillation 
scheme (DDM) outperforms distribution matching and gradient matching because it explicitly balances utility and privacy by 
enforcing stronger feature and structure-level dissimilarity while retaining task-relevant information. Unlike GM, which tends to 
preserve too much pixel and gradient-level similarity, leading to privacy leakage, while DM achieves stronger privacy but does not 
consistently minimize feature and structure-level similarity, our method integrates structural, perceptual, and distributional cues 
to suppress reconstructability without discarding discriminative features needed for classification. Moreover, the distilled datasets 
generated by our method exhibit stronger resilience against adversarial privacy attacks, such as membership inference and attribute 
inference, further demonstrating their robustness as a privacy-preserving alternative. This makes the distilled data generated by our 
approach a more efficient alternative, effectively balancing accuracy, privacy, attack resilience, and computational efficiency.

6. Conclusion

In this paper, we explored the dual benefits of dataset distillation in the context of medical imaging: computational efficiency 
and privacy preservation. By compressing large medical datasets into compact synthetic versions, we demonstrated that high 
classification performance can still be achieved with significantly fewer data samples, making distillation highly suitable for resource-
constrained environments. To further advance this direction, we proposed a novel hybrid distillation framework that combines 
diffusion models with distribution matching (DDM), leveraging the generative strength of diffusion for producing diverse synthetic 
samples and the alignment capability of distribution matching for preserving discriminative features. Through experiments on 
Pneumonia, COVID-19, and Brain Tumor datasets, we demonstrated that while conventional distillation offers privacy advantages, 
our proposed approach achieves superior trade-offs between accuracy and privacy, as confirmed by both reconstruction-based 
metrics, such as SSIM, PSNR, and LPIPS, as well as inference attack evaluations, including MIA and AIA. This demonstrates that 
our approach not only strengthens privacy protection by reducing sensitive detail recoverability but also enhances classification 
performance compared to existing methods. In summary, dataset distillation, especially with our proposed hybrid approach, offers a 
practical pathway to balance performance, efficiency, and privacy in medical imaging. Future work can further refine this framework 
by extending it to multimodal medical data, integrating formal privacy guarantees such as differential privacy, and enabling real-time 
clinical deployment to maximize its impact in healthcare applications.
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