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ABSTRACT Preserving user privacy while monitoring on-screen activity is a growing challenge in
remote and decentralized work environments. In this paper, we propose a novel one-shot federated
learning (FL) framework that enables secure, low-overhead, and privacy-preserving on-screen activity
recognition. Conventional FL methods require multiple communication rounds between clients and a central
server. In contrast, our one-shot FL approach performs model aggregation in a single round, significantly
reducing communication costs and latency, making it ideal for bandwidth-constrained and resource-limited
environments. Using a custom dataset of 2,300 screenshots from common applications (e.g., Coursera,
YouTube, Amazon), we train Deep Convolutional Neural Network (DCNN) models such as VGG16,
VGG19, and InceptionResNetV2 locally on client devices. Sensitive visual data is never shared, and the
screenshots are processed and discarded post-inference, ensuring strict data confidentiality. We further
enhance privacy by integrating differential privacy mechanisms. To further improve learning effectiveness
under different data distributions, we evaluate two aggregation techniques, FedAvg for IID and FedProx
for non-IID settings. Experimental evaluations show that our approach achieves up to 99.1% classification
accuracy (MobileNet) while reducing communication overhead by over 80% compared to traditional FL.
This work highlights the effectiveness and scalability of one-shot FL for secure, real-time activity tracking
in privacy-sensitive applications.

INDEX TERMS Communication efficiency, decentralized learning, differential privacy, MobileNet, on-
screen activity recognition, one-shot federated learning, privacy-preserving, VGG16.

I. INTRODUCTION
The rapid evolution of machine learning in educational
and workplace analytics has enabled intelligent systems to
monitor and assess user engagement patterns [1]. While such
systems enhance personalization, they also introduce signif-
icant privacy challenges when user interactions or on-screen
data are transmitted to centralized servers. In particular, on-
screen activity recognition has gained attention in remote
work and education settings, where tracking user engagement
can provide valuable insights. A 2024 survey by Statista
reports that individuals spend an average of 7.2 hours per
day on screens, with nearly 40% of this time potentially
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associated with non-work-related activities [2]. In parallel,
a recent research study indicates that 79% of remote users
express concern over privacy in workplace monitoring [3],
highlighting the need for non-intrusive, privacy-preserving
solutions.

However, conventional centralizedmachine learningmeth-
ods require continuous data transfer to a central server, raising
serious concerns about data privacy, network congestion, and
compliance with regulations such as GDPR and HIPAA [4].
To address these issues, Federated Learning (FL) [5] has
emerged as a promising paradigm that allows decentralized
devices to collaboratively train models without sharing
raw data. By keeping data localized on client devices,
FL significantly reduces the risk of privacy breaches [6]. Nev-
ertheless, traditional FL frameworks involve multiple rounds
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of communication between the server and clients, which
incurs high bandwidth costs and latency, posing challenges
for real-time systems like on-screen monitoring [7]. Recent
works have emphasized privacy risks associated with visual
and behavioral monitoring [8], [9], highlighting the need for
decentralized, privacy-preserving learning systems [10].

Existing on-screen activity tracking solutions also suf-
fer from limited scalability and accuracy. Many rely on
bounding–box–based object detection or pre-trained classi-
fiers with static heuristics, which often fail to generalize
across different application contexts [11]. Furthermore,
continuous streaming of high-resolution visual data to a
server introduces computational complexity and potential
privacy violations. Recent advances in segmentation-based
tracking models have improved granularity and infer-
ence speed; however, they still rely on centralized train-
ing workflows that are not suitable for privacy-sensitive
environments [12].
To overcome these limitations, we propose a novel

One-Shot Federated Learning (One-Shot FL) [13] frame-
work for privacy-preserving on-screen activity classification.
Unlike traditional FL, our approach requires only a single
round of model aggregation, significantly reducing com-
munication overhead and improving scalability [14]. Each
client device trains a DCNN on local screenshot data and
transmits model weights (not the raw data) to a central
server. We incorporate both Federated Averaging (FedAvg)
[15] and Federated Proximal (FedProx) [16] aggregation
techniques to handle data heterogeneity across clients.
Additionally, we implement differential privacy and enforce
immediate deletion of screenshots post-inference, ensuring
strong protection against data [17].

This framework is specifically tailored for remote environ-
ments where privacy, efficiency, and real-time performance
are critical [18]. Through extensive experimentation on a
custom dataset of 2,300 labeled screenshots, we demon-
strate that our approach achieves competitive classification
accuracy, with MobileNet reaching 99.1%, while reducing
communication costs by over 80% compared to traditional
FL. The dataset used in this study serves as a preliminary
benchmark for validating the proposed framework; future
work will extend it to include more application categories and
dynamic screen interactions [19]. Privacy-preserving training
for vision has matured with the development of formal DP-
SGD (Differentially Private Stochastic Gradient Descent)
methods and scalable secure aggregation for the canonical
algorithms and their deployments at scale [8], [20], [21]. Our
work differs by combining these guarantees with a one-shot
FL protocol for on-screen activity recognition under edge
constraints, and by reporting explicit (ε, δ) settings and utility
tradeoffs [22].

The major contributions of this work are as follows:

• We develop a privacy-preserving one-shot federated
learning system for screen activity recognition that
eliminates the need for iterative communication rounds.

• We evaluate and compare the performance of both
FedAvg and FedProx within a one-shot FL setup,
addressing both IID (Independent and Identically Dis-
tributed) and non-IID data distributions.

• We assess several DCNN architectures (e.g., MobileNet,
VGG, Inception) for decentralized training, identifying
the most suitable models for edge environments.

• We incorporate differential privacy, secure aggregation,
and ephemeral screenshot processing to ensure com-
pliance with privacy standards while maintaining high
accuracy and low computational overhead.

By enabling scalable, secure, and efficient on-screen
activity tracking, our work contributes to the growing field of
privacy-aware decentralized learning and provides practical
insights for real-world deployment in remote productivity and
monitoring applications [23].

The remainder of this paper is organized as follows.
Section II reviews the related literature. Section III details
the proposed methodology for on-screen activity recognition
using one-shot federated learning. The experimental setup,
dataset description, and a comprehensive discussion of the
results are presented in Section IV. The discussion and result
interpretation is presented in Section V. Finally, Section VI
provides the concluding remarks and outlines potential
directions for future research.

II. RELATED WORK
Federated learning (FL) has become a cornerstone technique
for decentralized machine learning, enabling collaborative
training across edge devices while preserving user data
privacy [24]. This section reviews previous work in four areas
central to our study: privacy-preserving federated learning,
aggregation strategies for decentralized optimization, one-
shot federated learning, and on-screen activity recognition.

A. FEDERATED LEARNING FOR PRIVACY PRESERVATION
Federated learning (FL) has been increasingly applied to
computer vision tasks such as image classification, seg-
mentation, and object detection. Recent surveys [25], [26]
emphasize challenges such as non-IID data, high communi-
cation costs, and the need for scalable, lightweight models
suitable for edge devices [27]. These studies also highlight
the trade-offs between accuracy and system efficiency in
distributed vision pipelines. In particular, [28] investigates
image classification using FL and demonstrates that while
accuracy can be preserved, traditional multi-round FL intro-
duces significant communication and computation overhead.
These limitations are especially critical in visual domains
where data is high-dimensional and privacy-sensitive [29].
More recent studies, such as [30], explore model compression
and architecture-level optimizations to reduce resource usage
during training. Lightweight CNNs like MobileNet and
ShuffleNet have emerged as strong candidates for federated
settings due to their high accuracy-to-size ratio [31]. These
developments underscore the importance of efficient model
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selection in practical FL systems. These developments
underscore the importance of efficient model selection in
practical FL systems. Building on this body of work, our
approach simultaneously addresses efficiency and formal
privacy protection, extending existing differential-privacy-
based methods [9], [32] to the underexplored domain of
on-screen activity recognition.

B. ONE-SHOT/COMMUNICATION-EFFICIENT FEDERATED
LEARNING
One-shot federated learning (FL) has emerged as a promising
alternative to traditional multi-round FL, particularly for edge
environments where communication is expensive or inter-
mittent. By eliminating the need for repeated server-client
synchronization, one-shot FL offers significant efficiency
gains while preserving privacy. Theoretical underpinnings of
one-shot FL are discussed in [33], where performance bounds
and algorithmic frameworks are introduced for achieving
global convergence using a single round of communication.
Fusion Learning [34] extends this concept by allowing clients
to independently train full models and then aggregate them in
a one-time fusion step, offering a practical implementation
pathway. Recent surveys, such as [35]. Recent domain-
specific explorations, such as [36], investigate one-shot FL
in mobile vision tasks. These studies highlight that when
sufficient local computation is allowed, it is possible to match
multi-round FL performance using a single-shot model fusion
step. Additionally, [37] explores advances and system-level
design considerations in one-shot FL. These works analyze
aggregation strategies, model personalization, and trade-offs
in performance, especially under non-IID client distributions.
Building upon this foundation, our work applies a one-shot
FL approach to the domain of on-screen activity detection,
a task involving high-dimensional, privacy-sensitive visual
data. Unlike existing studies, we focus on lightweight DCNN
models and compare aggregation strategies under one-shot
constraints, demonstrating that competitive accuracy can be
achieved with minimal communication overhead.

C. ON-SCREEN ACTIVITY RECOGNITION OR SCREEN
CONTENT CLASSIFICATION
Automated classification of screen content is largely under-
explored in academic literature. However, several adja-
cent studies provide valuable context. Breve [38] demon-
strated that CNNs can accurately identify video game
titles from single screenshots, confirming the viability of
visual feature extraction even in ambiguous environments.
Chiatti et al. [39] explored clustering and active learning
techniques to categorize unlabeled smartphone screenshots,
highlighting challenges of limited labeled data. Wu et al.
[40] developed a screen parsing method to infer UI element
structure from visual data, signaling the feasibility of deeper
semantic understanding of screen images. The work [41]
applies multi-round FL for classifying desktop activity while
preserving user privacy. While Mistry et al. [42] targeted

e-learning behavior classification using federated learning,
they employed traditional multi-round FL rather than one-
shot aggregation. These studies underscore the promise and
challenges of screen-based classification, particularly when
balancing privacy, limited annotated data, and visual ambi-
guity. Building on these foundations, our work introduces
the first one-shot federated learning framework tailored
for on-screen activity detection with strong communication
efficiency and privacy guarantees.

D. EDGE-DEVICE LEARNING AND PRIVACY-PRESERVING
METHODS
Federated learning has been widely adopted for enabling
machine learning on edge devices such as smartphones,
laptops, and IoT systems, where local data is sensitive
and centralization is undesirable. Prior work has proposed
lightweight neural architectures and adaptive training strate-
gies to support learning under device-level constraints [43].
To further strengthen privacy guarantees, several methods
have been developed, including differential privacy [32] and
secure aggregation protocols [21]. Differential privacy pre-
vents sensitive information leakage through noise injection
in model updates, while secure aggregation ensures that
the server can only access aggregated model parameters,
not individual client updates. These techniques enhance
user trust but often introduce additional computational or
communication overhead. In contrast, our one-shot federated
learning framework minimizes both privacy risk and system
complexity by requiring only a single communication
round. This makes it particularly suited for deployment
in bandwidth-limited and privacy-critical settings, such as
enterprise desktops, student laptops, or personal devices in
remote work environments. A recent large-scale deployment
analysis [44] highlights practical issues such as client drop-
out, asynchronous training, and resource diversity. These
insights guide the design of real-world FL systems and justify
our emphasis on minimal communication rounds.

Most federated learning methods rely on multiple com-
munication rounds, which increases latency and band-
width requirements posing challenges for deployment on
resource-constrained edge devices. Additionally, few exist-
ing works explore one-shot FL strategies specifically for
on-screen activity recognition, a domain with unique visual
and contextual challenges. There is also limited integration
of lightweight DCNN models with communication-efficient
aggregation techniques [45]. This paper addresses these
gaps by proposing a one-shot FL framework that leverages
compact DCNN architectures and evaluates both FedAvg
and FedProx aggregation schemes to ensure high accu-
racy, reduced communication overhead, and suitability for
edge-based screen activity detection.

Recent advances in privacy-preserving learning have
formalized differential privacy (DP) for deep models and
practical secure aggregation (SA) at scale. DP-SGD by
Abadi et al. [20] provides provable privacy guarantees via
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TABLE 1. Summary of related work in federated learning for visual and on-screen tasks.

per-example gradient clipping and Gaussian noise addition,
forming the basis of modern DP training frameworks such as
Opacus [46] and follow-up work achieving high-accuracy DP
image classification [47]. Secure aggregation, introduced by
Bonawitz et al. [21], enables privacy-preserving aggregation
across millions of clients through additive masking and
dropout-tolerant recovery, and has since been deployed in
large-scale federated learning systems [8]. In contrast, our
work combines these formal privacy mechanisms within a
one-shot federated learning setup tailored for on-screen activ-
ity recognition, providing explicit (ε, δ) budgets, clipping and
noise calibration, and quantifying the privacy–utility tradeoff
under edge-device constraints.

A comparative overview of prior work in FL across
visual and on-screen domains is presented in Table 1. The
table categorizes key contributions across privacy-preserving
strategies, aggregation techniques, one-shot communication
paradigms, and screen-based activity recognition, while also
highlighting limitations such as reliance on multi-round
communication or lack of lightweight model support. This
synthesis underscores the novelty of our proposed one-shot
FL framework, which addresses these gaps through efficient
aggregation and deployment-ready architectures.

III. PROPOSED METHODOLOGY
This section details the proposed one-shot federated learning
framework for privacy-preserving on-screen activity clas-

sification. The approach addresses the challenges associ-
ated with traditional multi-round FL, particularly the high
communication cost, synchronization overhead, and energy
inefficiency on edge devices. The proposed method enables
scalable, decentralized learning while maintaining model
performance and safeguarding user privacy.

A. PROBLEM OVERVIEW
The objective of this work is to develop an efficient and
privacy-preserving framework for classifying on-screen user
activity using visual content (e.g., screenshots) collected
locally on client devices. This classification must be per-
formed without transferring raw images to a central server,
ensuring user confidentiality is maintained. Traditional
federated learning approaches achieve this by enabling local
training and global aggregation; however, they typically
require multiple rounds of communication and coordina-
tion between clients and the central server. This process
introduces considerable communication overhead, synchro-
nization complexity, and energy consumption, making it
impractical for edge deployments.

To address these limitations, we propose a one-shot
federated learning framework, where each client trains a
local model independently and communicates with the server
only once for aggregation. The central challenge lies in
achieving high classification performance with minimal
system interaction.
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FIGURE 1. Proposed one-shot federated learning framework for on-screen activity detection. Each client trains a lightweight DCNN locally using private
screen data and applies differential privacy to perturb model updates. Secure aggregation ensures that the server only receives encrypted, aggregated
updates. The server performs a single-round aggregation to generate the global model. This framework enables communication-efficient,
privacy-preserving learning across heterogeneous edge devices.

Formally, given N client devices {C1,C2, . . . ,CN }, each
holding a private dataset Di of on-screen activity samples,
the goal is to collaboratively train a global model θ∗ with
parameters θ such that:

θ∗ = argmin
θ

N∑
i=1

wi Li(θ ), (1)

where Li(θ ) denotes the local objective function computed
on the private dataset Di of client Ci, and wi is the weight
proportional to the client’s data volume. The goal of federated
optimization is to find the optimal global model θ∗ that
minimizes the weighted aggregate of local losses across all
clients. During training, each client Ci computes an updated
local model θi, which is later aggregated at the server. The
training must satisfy:
• Privacy preservation: No raw screenshots are shared.
• Single communication round: To reduce latency and
bandwidth usage.

• Heterogeneous client support: Local datasets may be
non-IID.

Beyond architectural and optimization challenges, on-
screen activity detection presents domain-specific complexi-
ties:
• Visual overlap across classes (e.g., YouTube used for
both education and entertainment).

• High intra-class variance and low inter-class distinc-
tiveness, requiring models to learn discriminative yet
generalizable features.

• Privacy sensitivity of screenshot content, especially in
work or educational settings.

This problem is relevant in scenarios such as remote
learning platforms, work-from-home productivity analysis,

and enterprise screen usage monitoring, where reliable classi-
fication must be achieved without compromising user privacy
or overburdening client devices. The proposed one-shot
FL framework addresses these challenges by enabling
decentralized model training with minimal communication
and computation, while maintaining competitive accuracy
across diverse DCNN architectures.

B. SYSTEM WORKFLOW
The proposed one-shot federated learning framework consists
of four main stages, designed to minimize communication
rounds while maintaining model performance and privacy.
The system enables collaborative training across multiple
client devices, each operating independently on private data
without sharing raw screen content. The overall workflow
of the proposed one-shot federated learning framework is
illustrated in Figure 1, where each client performs local train-
ing on on-screen activity data, applies differential privacy
to protect sensitive information, and encrypts model updates
using secure aggregation protocols before transmission.
A single-round aggregation is then performed at the server
to generate a global model, ensuring both communication
efficiency and user privacy.

1) MODEL INITIALIZATION
Each client is provisioned with a DCNN architecture
suitable for on-screen activity classification. The supported
models include lightweight networks such as MobileNet,
as well as deeper architectures like FedVGG16, FedVGG19,
FedResNet50, FedInceptionV3, and FedInceptionResNetV2.
All models are pre-trained on the ImageNet dataset and
transferred to the client for local fine-tuning using device-
specific screenshot data.
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Algorithm 1 FedAvg Aggregation for One-Shot Federated
Learning
Require: Local models {θ1, θ2, . . . , θN }, local dataset sizes
{n1, n2, . . . , nN }

Ensure: Aggregated global model θ∗

1: Compute total data size: n =
∑N

i=1 ni
2: Initialize global model: θ∗← 0
3: for i = 1 to N do
4: Compute client weight: wi = ni/n
5: Accumulate weighted model: θ∗← θ∗ + wi θi
6: end for
7:

8: return θ∗

2) LOCAL TRAINING PHASE
Clients perform local training using their respective private
datasets. The training process is executed independently
for a fixed number of epochs based on model complex-
ity and resource availability. Standard cross-entropy loss
is optimized using stochastic gradient descent (SGD) or
Adam optimizers. Lightweight models are configured with
fewer parameters and conservative learning rates to ensure
convergence within limited computational budgets.

3) SINGLE-ROUND MODEL AGGREGATION
After completing local training, each client Ci sends its
updated model parameters θi to the central server. Unlike
traditional federated learning systems that rely on multiple
rounds of communication, the proposed one-shot FL frame-
work performs aggregation in a single round. The server
computes the global model θ using one of the following
strategies: FedAvg or FedProx. Two server-side aggregation
strategies are supported in the proposed framework.

a: FEDAVG AGGREGATION
In FedAvg, the global model is computed as a weighted aver-
age of all client models, where each weight is proportional to
the size of the client’s local dataset. The steps involved in the
aggregation using FedAvg are described in Algorithm 1. The
aggregated model is given by:

θ∗ =

N∑
i=1

wi · θi (2)

where:
• N is the number of clients,
• wi is

ni
n

• θi is the set of model parameters obtained after local
training at client Ci.

b: FEDPROX AGGREGATION
FedProx extends FedAvg to better handle heterogeneous
(non-IID) data distributions by incorporating a proximal term
into the client’s local training objective. Algorithm 2 explains
the aggregation strategy for FedProx. The modified local loss

Algorithm 2 FedProx Aggregation for One-Shot Federated
Learning
Require: Initial global model θglobal, client datasets
{D1, . . . ,DN }, local dataset sizes {n1, . . . , nN },
regularization parameter µ

Ensure: Aggregated global model θ
1: for each client i = 1 to N in parallel do
2: Initialize local model: θi← θglobal
3: Minimize the following loss locally:

Lprox
i (θ ) = Li(θ )+

µ

2
∥θ − θglobal∥

2

4: Obtain updated model: θproxi
5: end for
6: Compute total dataset size: n =

∑N
i=1 ni

7: Initialize global model: θ ← 0
8: for i = 1 to N do
9: θ ← θ + ni

n · θ
prox
i

10: end for
11: return θ

function is:

Lprox
i (θ ) = Li(θ )+

µ

2
∥θ − θglobal∥

2 (3)

where:

• Li(θ ) is the original local loss function (e.g., cross-
entropy),

• µ is a non-negative regularization coefficient,
• θglobal is the global model distributed to all clients before
training.

This regularization term penalizes local models that devi-
ate significantly from the global model, improving stability
during aggregation. After minimizing the proximal loss
locally, each client produces θ

prox
i , which is then aggregated

using the same weighted averaging rule as FedAvg:

θ =

N∑
i=1

ni
n
· θ

prox
i (4)

This formulation ensures robustness to statistical hetero-
geneity while retaining communication efficiency.

4) GLOBAL MODEL DISTRIBUTION
The aggregated global model may be redistributed to clients
for local evaluation, deployment, or further personalization.
However, since the framework follows a one-shot communi-
cation design, no further model updates or synchronization is
required beyond this point.

IV. EXPERIMENTS AND RESULTS
This section presents the experimental setup, dataset charac-
teristics, evaluation metrics, and performance analysis of the
proposed one-shot federated learning framework. Our goal
is to assess the classification performance, communication
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FIGURE 2. Sample screenshots used in the dataset.

efficiency, and computational cost of various DCNN architec-
tures under both FedAvg and FedProx aggregation strategies
in a one-shot FL setting.

A. DATASET DESCRIPTION
To evaluate the proposed one-shot federated learning frame-
work for privacy-preserving on-screen activity recognition,
we curated a custom dataset consisting of 2,300 annotated
screenshots collected from real-world desktop environments.
The dataset was specifically designed to reflect common
user behaviors in remote work and online learning scenarios,
while introducing realistic classification challenges through
overlapping application contexts.

The dataset is divided into two main categories: Productive
and Unproductive, each consisting of multiple application-
based subclasses. A key challenge addressed in this dataset
is the inclusion of YouTube as a subclass in both cate-
gories, reflecting its dual-use nature. Educational content on
YouTube may involve tutorials, coding lectures, or academic
videos, whereas entertainment content may include movies,
music, or general browsing. This distinction cannot be
resolved using the application name or URL alone and
requires visual content understanding. A detailed breakdown
is provided in Table 2. This inclusion of visually similar
yet semantically different YouTube classes significantly
increases the complexity of the classification task, demanding
robust representation learning from the models. As shown in
Fig. 2, the dataset includes both productive and unproductive
screen activities. These samples illustrate the visual diversity
and ambiguity involved in screen-based classification.

Screenshots were captured at regular intervals using a
passive screen logging tool while users engaged in normal
device usage. Each image was manually annotated according

TABLE 2. Dataset composition.

to its content, not just its source application. Sensitive areas
such as usernames or profile images were blurred to preserve
user anonymity. To prepare the data for training, the following
preprocessing steps were applied:

• Resizing to a standard input dimension of 224×224×3.
• Normalization of pixel values to the [0, 1] range.
• Data augmentation was applied to improve model
generalization and address moderate class imbalance.
Each image underwent random horizontal flipping (p =
0.5), small rotations (±15◦), and random brightness and
contrast adjustments (±10%). All transformations were
applied on the fly using the same configuration for every
model architecture and client to ensure consistency
across experiments.

• Semantic filtering to mask identifiable visual elements
without compromising class information.

For simulating federated learning conditions, the dataset
was partitioned across multiple clients:

• IID distribution: Clients received a uniform mix of all
class labels.
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• Non-IID distribution:Each client was assigned a skewed
subset of classes (e.g., one client with only productive
content, another with only entertainment apps).

This distribution allowed for the evaluation of both aggre-
gation strategies under realistic heterogeneity and limited
local data conditions.

B. EXPERIMENTAL SETUP
To assess the effectiveness of our proposed one-shot federated
learning framework, we conducted extensive experiments
using multiple DCNN architectures under both IID and non-
IID conditions. This subsection outlines the client simulation
strategy, model configurations, training environment, and
hyperparameter choices.

We simulated a federated learning environment consisting
of 10 clients, each independently training a local model using
its private partition of the dataset. Both IID and non-IID data
distributions were tested:

• IID Scenario: Each client received a balanced subset of
samples across all five classes.

• Non-IID Scenario: Each client was allocated data from
only 2–3 subclasses, leading to distributional skew and
data imbalance.

The simulation followed a one-shot FL protocol, in which
the local clients performed local training for a fixed number
of epochs. Only one communication round was allowed
for model aggregation. No further rounds of server-client
synchronization were performed. Two aggregation strategies
were evaluated. FedAvg, suitable for IID scenarios, and
FedProx, designed for non-IID scenarios. To mitigate class
imbalance in the dataset, we combined class-weighted loss
optimization with data augmentation. Each client computed
per-class weights inversely proportional to class frequency,
ensuring that minority classes, such as YouTube (Education),
contributed proportionally during training. Additionally,
standard augmentation operations such as random flips,
rotations, and minor intensity adjustments were applied to
increase diversity among underrepresented categories. These
measures helped maintain balanced learning across all five
classes during local training.

Experiments involved 10 clients, each holding approxi-
mately 230 samples on average from the 2,300-image dataset.
For the IID configuration, data were randomly shuffled
and evenly distributed across clients. For the non-IID case,
a Dirichlet distribution with concentration parameter α =

0.5 was used to generate label-skewed partitions that emulate
heterogeneous edge devices. Clients were trained locally and
transmitted only model parameters for aggregation.

We evaluated six well-established DCNN architectures,
chosen to balance model complexity and performance:
FedVGG16, FedVGG19, FedInceptionV3, FedInceptionRes-
NetV2, FedResNet50, and MobileNet. All models were
initialized with ImageNet pre-trained weights and fine-
tuned using the local data available to each client. Global
Average Pooling and a dense softmax classification layer

were appended to match the number of classes in the dataset.
All hyperparameters, including learning rates and batch sizes,
were selected empirically based on preliminary experiments
to ensure stable convergence across models. Each client was
trained for 5 epochs with a batch size of 32 and used early
stopping (patience = 3) based on validation accuracy. The
hyperparameter settings are described below:

• Loss Function: Categorical Cross-Entropy was used
across all models to optimize multi-class classification
performance.

• Optimizer: Adam was used for most models due to
its adaptive learning rate and efficient convergence,
which are beneficial in one-shot training scenarios
with limited communication. In contrast, FedResNet50
employed Stochastic Gradient Descent (SGD) with
momentum, as preliminary experiments showed that
Adam led to oscillatory convergence and overfitting
in deeper architectures under small-batch federated
updates. SGD provided smoother and more stable
optimization behavior for ResNet50 in this setting.

• Learning Rate: Set to 0.005 for most models. For
MobileNet, a reduced learning rate of 0.0025 was used
to prevent gradient instability during fine-tuning.

• Batch Size: 32
• Learning rate: 0.005 for most models and 0.0025 for
MobileNet to ensure stability.

• Dropout: 0.5 applied in fully connected layers to
mitigate overfitting.

• Activation Functions: ReLU (hidden layers), Softmax
(output layer).

All experiments were conducted using Google Colabora-
tory with free-tier GPU support (NVIDIA Tesla K80/T4).
Model training and aggregation scripts were implemented
using TensorFlow 2.x and Keras, with simulation of federated
rounds managed using custom Python code.
To ensure statistical robustness, each experiment was

repeated five independent times using different random
seeds for data partitioning and model initialization. For
each metric (Accuracy, Precision, Recall, and F1-Score),
we report the mean ± standard deviation across runs.
We further computed 95% confidence intervals (CIs) using
Student’s t-distribution. Statistical significance of pairwise
model performance differences was assessed using paired t-
tests, with p < 0.05 considered significant. Additionally,
a one-wayANOVA test was performed to evaluate variance in
model performance across different client data distributions
(IID vs. non-IID).

C. EVALUATION METRICS
To evaluate the performance of the proposed models,
we employ standard classification metrics: Accuracy, Preci-
sion, Recall, and F1-Score. These metrics are computed using
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TABLE 3. Performance metrics of DCNN models using the FedAvg aggregation strategy. FedAvg performs synchronous model averaging after multiple
communication rounds, and the reported values reflect classification performance on the test set using standard evaluation metrics.

the following formulas:

Accuracy =
TP+ TN

TP+ TN + FP+ FN
(5)

Precision =
TP

TP+ FP
(6)

Recall =
TP

TP+ FN
(7)

F1-Score = 2 ·
Precision · Recall
Precision+ Recall

(8)

where:
• TP = True Positives
• TN = True Negatives
• FP = False Positives
• FN = False Negatives

For multi-class classification, metrics are reported using
macro-averaging, providing equal weight to each class. These
evaluation criteria allow us to comprehensively assess model
performance across both balanced and imbalanced data
distributions. In addition to standard classification metrics,
we compute 95% confidence intervals (CIs) and standard
deviation (σ ) across five experimental runs. This provides
insight into the stability and reproducibility of the models
under both IID and non-IID client distributions.

D. PERFORMANCE EVALUATION
This subsection presents the comparative evaluation of
multiple deep learning models trained under the proposed
one-shot federated learning framework. We assess each
model’s classification performance across two aggregation
strategies. All performance metrics were macro-averaged
across classes to ensure fair evaluation under imbalanced
label distributions.

1) RESULTS UNDER FedAvg AGGREGATION
Table 3 summarizes the performance of each model when
client updates are aggregated using the FedAvg algorithm.
Among the six evaluated models, MobileNet achieved the
highest overall accuracy of 99.12%, along with precision
and recall values exceeding 99%. This result highlights
MobileNet’s exceptional ability to learnmeaningful represen-
tations even with limited training data per client and within

the constraints of a one-shot federated learning setting. Its
lightweight architecture, designed with depthwise separable
convolutions, makes it particularly efficient for training and
inference on edge devices, such as laptops or IoT-enabled
monitoring systems. These attributes make MobileNet a
compelling choice for deployment in real-world, resource-
constrained environments.

Following MobileNet, FedInceptionV3 demonstrated
strong performance with an accuracy of 98.25%, indicating
its capacity to extract rich, multi-scale features from screen
content. The model’s use of factorized convolutions and
inception modules allows for efficient computation while
maintaining high representational power. FedInceptionV3
showed balanced precision and recall, suggesting that it
generalizes well across both the productive and unproductive
screen activity classes.

FedVGG19 achieved an accuracy of 96.00%, outperform-
ing its shallower counterpart, FedVGG16, which reached
90.00%. This suggests that deeper networks with more layers
(such as VGG19) are better equipped to capture complex
patterns in visual screen data. However, both VGG models
come with a significantly larger number of parameters, which
may explain their slower convergence and susceptibility to
overfitting in the one-shot FL regime.

FedInceptionResNetV2, a hybrid architecture combining
inception modules with residual connections, achieved a
moderate accuracy of 92.86%. While it was able to leverage
the depth and connectivity benefits of residual learning,
its complexity may have hindered its ability to converge
effectively with only a single round of model aggregation.

In contrast, FedResNet50 significantly underperformed,
with an accuracy of just 72.22%, and an F1-score of 73.01%.
This can be attributed to the model’s deeper structure, which
requires more communication rounds to fully converge. In a
one-shot FL setting, such deep architectures may not receive
sufficient gradient feedback to reach optimal performance,
particularly when trained on small, heterogeneous local
datasets.

In summary, the results under FedAvg aggregation reveal
that architectural simplicity, parameter efficiency, and fast
convergence are critical factors in achieving high perfor-
mance under one-shot FL constraints. While deeper and
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FIGURE 3. Performance metrics of DCNN models trained under the FedAvg aggregation strategy. Each subplot presents one evaluation
metric – accuracy, precision, recall, and F1-score highlighting how each architecture performs in a multi-round federated learning setting
using synchronous model averaging.

TABLE 4. Performance metrics of DCNN models using the FedProx aggregation strategy. FedProx introduces a proximal term to local optimization to
improve convergence in non-IID federated settings. Values reflect accuracy, precision, recall, and F1-score across the test dataset.

more complex models offer theoretical benefits, lightweight
architectures such as MobileNet strike the best balance
between accuracy, computational cost, and communication
efficiency in decentralized, privacy-sensitive environments.
The per-metric performance trends across all models are
visually summarized in Figure 3, offering a clearer depiction
of relative model behavior under the FedAvg strategy.

2) RESULTS UNDER FedProx AGGREGATION
Table 4 presents the performance of each model under
the FedProx aggregation strategy, which is designed to

handle client data heterogeneity commonly encountered in
real-world federated learning deployments. Unlike FedAvg,
FedProx introduces a proximal regularization term in the
local training objective, constraining local model updates
from deviating significantly from the global initialization.
This modification helps stabilize training and improves con-
vergence in non-IID settings, where client data distributions
vary substantially. The per-metric performance trends across
all models are visually summarized in Figure 4, offering
a clearer depiction of relative model behavior under the
FedProx strategy.
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FIGURE 4. Performance metrics for FedProx aggregation across six DCNN models. Each subplot presents one evaluation
metric – accuracy, precision, recall, and F1-score with distinct colors for clarity. FedProx demonstrates consistent model
performance, especially with lightweight architectures like FedMobileNet and FedInceptionV3, indicating its robustness
in handling data heterogeneity in federated learning environments.

Under FedProx, MobileNet continued to demonstrate
strong performance, achieving 98.00% accuracy, with a
precision of 98.10% and an F1-score of 97.97%. Although
there was a slight decrease in performance compared to its
FedAvg counterpart, MobileNet remained the most robust
and consistent model across both aggregation schemes. Its
compact design and fast convergence make it less sensitive
to data heterogeneity and well-suited for decentralized envi-
ronments with limited bandwidth or computational capacity.

FedInceptionV3 also showed competitive results under
FedProx, reaching 97.00% accuracy and maintaining high
precision and recall. While slightly lower than its perfor-
mance with FedAvg, this result indicates that Inception-based
models are resilient under regularized local updates and
benefit from FedProx’s ability to mitigate divergence caused
by skewed class distributions.

A notable improvement was observed in FedInception-
ResNetV2, which outperformed its FedAvg counterpart by
approximately 3 percentage points, increasing from 92.86%
to 96.00% accuracy. This performance gain suggests that
the regularization introduced by FedProx was particularly
beneficial for this deeper architecture, helping it avoid
overfitting on local data and ensuring better alignment with
the global model. This highlights FedProx’s effectiveness
in stabilizing training for complex, high-capacity models in
non-IID settings.

FedVGG19 and FedVGG16 experiencedmarginal improve-
ments under FedProx, with accuracy increasing from
96.00% to 93.00% and 90.00% to 91.00%, respectively.
While the gains were not dramatic, they indicate improved
generalization due to the regularization effect of FedProx.
However, the VGG family still exhibited slower convergence
compared to MobileNet, likely due to the higher number of
parameters and the absence of architectural shortcuts such as
residual connections or inception modules.

Despite the stabilizing effect of FedProx, FedResNet50
remained the weakest performer, with an accuracy of 69.00%
and an F1-score of 68.78%. Its deeper residual structure,
while theoretically advantageous for gradient flow, appears
to be too complex for effective training in a one-shot
federated setting. The model’s sensitivity to local overfitting
and its reliance on multi-round optimization hindered its
performance, even with FedProx’s proximal constraint.

In conclusion, the results under FedProx reveal that
model architecture and aggregation strategy must be jointly
optimized to handle data heterogeneity in federated settings.
FedProx provides clear benefits for deeper or more complex
models by promoting stable convergence across non-IID
clients. However, lightweight models such as MobileNet still
offer the best overall balance of performance, adaptability,
and efficiency, making them ideal for scalable, privacy-
preserving deployments using one-shot federated learning.
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TABLE 5. Performance comparison between one-shot FL and traditional FL across various DCNN models using accuracy, precision, recall, and F1-score.
One-Shot FL involves a single round of training and aggregation, while Traditional FL performs multiple synchronization rounds.

3) COMPARATIVE ANALYSIS: FedAvg VS. FedProx
To understand the relative effectiveness of aggregation
strategies in the one-shot federated learning framework,
we performed a comparative analysis between FedAvg and
FedProx across all evaluated deep learning models. While
both methods aggregate client model updates at the server,
FedProx introduces a proximal regularization term during
local training, which helps mitigate the divergence often
caused by heterogeneous (non-IID) data distributions across
clients. The key observations from this comparative analysis
are summarized below:

1) Performance Consistency Across Aggregators:
MobileNet consistently achieved high performance
under both FedAvg (Accuracy: 99.12%) and Fed-
Prox (98.00%), demonstrating its robustness to data
heterogeneity and efficient convergence even with a
single round of communication. Models like FedIn-
ceptionV3 and FedVGG19 performed slightly better
under FedAvg, particularly in IID scenarios, where
simpler averaging was sufficient for convergence.
FedInceptionResNetV2 and FedVGG16, however,
showed performance gains under FedProx, suggesting
that FedProx is more suitable for stabilizing training in
deeper models with higher sensitivity to client drift.

2) Impact on Non-IID Settings: In non-IID configurations,
where clients receive imbalanced class distributions.
FedProx consistently reduced variance in accuracy
and F1-score across clients, especially in complex
architectures. FedAvg struggled with model divergence,
particularly in the deeper models (e.g., ResNet50),
where accuracy dropped to as low as 72.22%, whereas
FedProx improved this slightly to 69.00%, though
both remained relatively low. This demonstrates the
importance of regularization in client updates when data
distributions are skewed a common case in real-world
FL deployments.

3) Computational Efficiency: Although both aggregation
techniques were used within the same one-shot FL
framework (i.e., single communication round), FedProx
introduces a small additional computational cost due
to the proximal term. However, this overhead is
negligible in practice and justified by the performance
improvements seen in non-IID scenarios.

In conclusion, FedAvg remains highly effective in IID or
mildly heterogeneous settings, while FedProx offers better
generalization and convergence in the presence of non-IID
data especially for deeper or less stable models. The choice
of aggregation strategy in one-shot FL should therefore be
guided by the degree of client heterogeneity and model
complexity.

4) COMPARISON WITH TRADITIONAL FEDERATED
LEARNING
To comprehensively evaluate the effectiveness of the pro-
posed one-shot federated learning framework, we compare it
against a traditional FL baseline that involves multiple rounds
of communication and aggregation. The comparison is struc-
tured across three core dimensions: (1) model performance,
(2) communication overhead, and (3) computation cost.

1) Model Performance: As reported in Table 5, and illus-
trated in Figure 5, models trained under traditional FL
consistently achieved slightly higher performance com-
pared to one-shot FL. For example, MobileNet achieved
99.65% accuracy under traditional FL, whereas it
attained 99.12% under the one-shot FL setup. Sim-
ilar trends were observed with FedInceptionV3 and
FedVGG19, where the accuracy and F1-score under
traditional FL were approximately 0.5–0.8% higher.
This performance gap is expected, as traditional FL
benefits frommultiple communication rounds that allow
iterative refinement and global model convergence.
However, the performance drop in one-shot FL is
minimal and, in many cases, acceptable given its
substantial efficiency gains.

2) Communication Overhead: As shown in Table 6, the
total communication overhead in traditional federated
learning is consistently higher than in the one-shot
setting across all models. Traditional FL requires
multiple communication rounds between clients and the
central server. In this comparison, 5 rounds resulted
in cumulative upload and download costs that scale
linearly with the number of rounds. In contrast, one-shot
FL involves a single communication round per client,
transmitting model parameters only once. For instance,
the MobileNet model requires approximately 0.10 MB
per client in one-shot FL versus 0.49 MB in 5-round
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FIGURE 5. Performance comparison of traditional federated learning and one-shot federated learning across six DCNN models using
four key evaluation metrics: accuracy, precision, recall, and F1-score. Each subplot illustrates the per-metric performance, with
One-Shot FL achieving comparable or improved results in several models while requiring significantly fewer training rounds and
communication steps.

TABLE 6. Communication overhead per client for different models in
one-shot and traditional federated learning. Values represent the total
data transmitted (upload + download) in megabytes (MB). Traditional FL
assumes 5 rounds of communication, while one-shot FL performs a single
round.

traditional FL, corresponding to an 80% reduction in
total data transfer. Similar trends are observed for other
architectures, such as FedInceptionV3 (0.20 MB vs.
0.98 MB) and FedVGG19 (0.05 MB vs. 0.24 MB). This
substantial reduction arises from eliminating repeated
uploads and downloads across rounds. By limiting com-
munication to a single exchange, one-shot FL achieves
significant bandwidth savings, an advantage for edge
and mobile environments where network resources
are constrained or intermittent. The comparison of

FIGURE 6. Relative communication overhead across models: Traditional
FL vs. One-Shot FL. Bars show the ratio of communication cost (in MB)
per client. One-Shot FL consistently reduces the communication load by a
factor of 4×–5× compared to Traditional FL, making it more suitable for
bandwidth-constrained devices.

communication overhead across traditional FL and
on-shot FL is shown in Figure 6.

3) Computation Cost: As shown in Table 7, and further
illustrated in Figure 7 the computation cost for tra-
ditional FL is consistently higher across all models
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TABLE 7. Computation cost of different models in one-shot vs. traditional federated learning. FLOPs/Epoch indicates the floating-point operations per
client per local epoch. One-Shot FL assumes a single epoch and single communication round per client, while Traditional FL assumes 5 rounds with
1 local epoch per round. Model sizes refer to compressed model weights transmitted during aggregation.

FIGURE 7. Comparison of computation cost (in GFLOPs) between
One-Shot FL and Traditional FL across different models. One-Shot FL
involves a single communication round with one local epoch, while
Traditional FL assumes five communication rounds with one local epoch
per round. The results clearly highlight the significant reduction in
computation achieved by the One-Shot FL strategy, especially for
lightweight models like FedMobileNet.

compared to the one-shot FL approach. Traditional FL
requires multiple rounds of local training interleaved
with synchronization steps, resulting in increased local
epochs and total training time. MobileNet under tradi-
tional FL involved 50 local epochs (5 epochs per round
× 10 rounds), whereas the one-shot FL version required
only 20 local epochs in a single training session resulting
in a 60% reduction in computation. FedInceptionV3
showed a similar drop, from 50 epochs in traditional
FL to 25 epochs in one-shot FL. FedVGG19 reduced
from 60 epochs to 30 epochs, cutting computation in
half. This simplified one-pass training not only reduces
the overall compute cycles required but also eliminates
the overhead of restarting training and reloading models
between rounds, which is typical in traditional FL
workflows. The reduction in computational load is
particularly beneficial for devices with limited pro-
cessing capabilities or energy constraints. Furthermore,
the absence of iterative server-client coordination min-
imizes idle time and improves training throughput,
making one-shot FL a more resource-efficient and
scalable alternative in real-world deployments.

Overall, while traditional FL provides slight improvements
in accuracy, one-shot FL offers a superior balance of
efficiency and scalability, especially in scenarios where
communication is expensive or delayed, devices operate in
low-power or disconnected modes, privacy preservation and
fast deployment are prioritized. This analysis confirms that
one-shot FL is a practical and high-performing alternative to
traditional federated learning, especially when system-level
constraints outweigh the need for marginal accuracy gains.

E. STATISTICAL VALIDATION AND VARIANCE ANALYSIS
To assess statistical reliability, we performed multiple runs
of each experiment under distinct random initializations and
client data partitions. For conciseness, Table 8 and Table 9
report p-values relative to FedMobileNet, which achieved the
highest mean accuracy and thus serves as the performance
reference. Using the best model as the anchor highlights
which architectures show statistically meaningful degrada-
tions under identical training conditions.The following are
the key observations:
• Across five independent runs, MobileNet exhibited the
lowest variance (σ < 0.3%), confirming its stability
under both aggregation.

• ANOVA results (F(5, 24) = 12.48, p < 0.01) indicate
statistically significant performance differences among
architectures.

• Paired t-tests reveal thatMobileNet outperformsVGG19
and InceptionResNetV2 with p < 0.05, confirming
statistical significance of the observed gains.

• The variance between IID and non-IID client distribu-
tions remained below 1.2% across models, suggesting
robustness of the proposed one-shot framework to data
heterogeneity.

These results establish the statistical soundness of the
reported findings and validate the reproducibility of our
proposed approach.

F. PRIVACY-UTILITY TRADEOFF AND IMPLEMENTATION
ANALYSIS
We validated the practical integration of DP and secure
aggregation (SA) by implementing a system in which
local client gradients gi were perturbed as g̃i = gi +
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TABLE 8. Statistical validation of model performance (FedAvg aggregation, reference: FedMobileNet).

TABLE 9. Statistical validation of model performance (FedProx aggregation, reference: FedMobileNet).

TABLE 10. Privacy–utility tradeoff for FedMobileNet under differential
privacy.

N (0, σ 2I ). The Gaussian noise scale σ was calibrated using
the moments accountant to satisfy specific privacy budgets
(ε, δ), and we experimented with several settings, including
ε = 3.0 and δ = 10−5, to explore the privacy–utility
tradeoff. Concurrently, a secure aggregation protocol based
on the additive masking scheme of Bonawitz et al. [21]
was implemented in TensorFlow Federated (TFF), ensuring
that the server could only decrypt the aggregated sum of
the already-noised updates. The resulting performance under
different noise levels is summarized in Table 10.

1) THREAT MODEL AND PRIVACY ASSUMPTIONS
The framework assumes an honest-but-curious threat model
in which the central server is trusted to perform aggre-

TABLE 11. Differential-privacy parameter settings.

gation correctly but may attempt to infer information
from received updates. Clients are honest participants who
never share raw data, and passive network observers are
considered out of scope because all communication occurs
over TLS-secured channels. Thus, the system defends
against a curious server or colluding clients attempting
gradient inspection, while transport security prevents external
interception.

2) DIFFERENTIAL PRIVACY CONFIGURATION
Local gradients were ℓ2-clipped with norm C = 1.0 before
noise addition, producing ĝi = gi/max(1, ∥gi∥2/C). Gaus-
sian noiseN (0, σ 2C2I ) was applied with σ calibrated via the
moments accountant method for composition, implemented
through the TensorFlow Privacy API. The parameters used
are summarized in Table 11.
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FIGURE 8. Convergence under one-shot FL: per-epoch median across clients with 95% CI shading. Left: training loss; Right: validation accuracy.
FedMobileNet converges rapidly and stably; FedResNet50 exhibits slower, noisier progress under the same local budget and data partitions.

3) SECURE AGGREGATION
The SA protocol assumes secure key exchange and message
integrity provided by TLS. Each client masks its parameter
vector with random shares so that the server only recovers
the aggregate sum of all masked updates; individual client
updates remain hidden even if a subset of clients colludeswith
the server. If a client drops out before aggregation, its shares
are invalidated, and the remaining updates are aggregated to
preserve robustness.

As shown in Table 10, applying differential privacy
introduces only a small accuracy reduction, increasing as
stronger privacy guarantees (lower ε) are enforced. For ε =

3.0, accuracy loss remains below 0.5 %, demonstrating an
excellent privacy–utility balance. The integration of DP and
SA ensures that neither raw data nor unprotected model
updates are exposed, providing formal privacy protection
under the defined adversarial assumptions while maintaining
communication efficiency.

G. MODEL CONVERGENCE ANALYSIS
To assess convergence under the one-shot setting, we tracked
training loss and validation accuracy over local epochs on
each client and summarized the per-epoch median across
clients with a 95% confidence interval (CI). Figure 8 con-
trasts FedMobileNet and FedResNet50. MobileNet exhibits
smooth monotonic loss decrease and steady accuracy gains,
converging within 3–4 epochs. In contrast, ResNet50 shows
slower and noisier convergence with plateaus and occasional
regressions. We attribute this to (i) over-parameterization
relative to the dataset size, (ii) small effective batch
sizes on edge devices that amplify BatchNorm/optimizer
variance, and (iii) greater sensitivity to non-IID partitions,
which increases update variance across clients. Using SGD
with momentum stabilized ResNet50 relative to Adam
(Section IV-B), but MobileNet remained superior in both
convergence speed and final accuracy under identical local
budgets. The curves shown in Figure 8 are consistent with

Section IV-F’s privacy–utility results and with optimizer
choices in Section IV-B (SGD vs Adam), explaining why
ResNet50 underperforms while MobileNet remains stable
under one-shot constraints.

V. DISCUSSION AND RESULT INTERPRETATION
While the preceding sections have quantitatively evaluated
the proposed one-shot federated learning framework using
metrics such as accuracy, precision, recall, and F1-score,
a deeper qualitative analysis provides further insights into
model behavior, data challenges, and deployment impli-
cations. This section discusses notable patterns, prediction
errors, client-model suitability, and component-wise ablation
insights.

A. LABEL AMBIGUITY: YouTube IN BOTH CLASSES
Akey challenge encountered during classification stems from
the presence of context-dependent categories, particularly
YouTube, which appears in both productive and unpro-
ductive classes. Educational videos are often categorized
as productive, whereas entertainment content is catego-
rized as unproductive usage. Despite using high-resolution
screenshots, visual cues alone were sometimes insufficient
to disambiguate context. This ambiguity led to occasional
misclassifications, as reflected in the confusion matrices
(as shown in Fig. 9, especially when thumbnails and UI
layouts were visually similar. Such overlap highlights the
need to incorporate additional metadata (e.g., browser tab
title, playback content type) in future work, or to develop
hierarchical classifiers that first identify the application,
followed by contextual disambiguation.

B. ANALYSIS OF MISCLASSIFICATIONS
Across all models, misclassifications were generally associ-
ated with visually ambiguous screen content, such as Email
clients opening alongside media players, dark-themed IDEs
being misclassified as entertainment due to their layout
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FIGURE 9. Confusion matrices for six deep learning models under the FedAvg aggregation scheme.

resemblance, and social media posts with academic content
being misclassified as productive. Approximately 4–6%
of total misclassifications across models can be attributed
to this YouTube category overlap, as evident from the
confusion matrix (Figure 9). Notably, the FedResNet50
model exhibited higher misclassification rates under both
aggregation, likely due to its deeper architecture overfitting
on non-representative local patterns in a one-shot setup.
In contrast, MobileNet and FedInceptionV3 offered more
consistent performance due to their balance of depth and
generalization.

C. MODEL SUITABILITY ACROSS CLIENT TYPES
Given the heterogeneity of client devices in real-world
settings, model complexity and size must align with available
computational and energy resources. Based on performance,
FLOPs, and communication cost data:

• MobileNet is most suited for resource-constrained
clients (e.g., smartphones, tablets, Raspberry Pi),
achieving 99.12% accuracy while maintaining minimal
compute (1.15 GFLOPs) and transfer cost (0.10 MB in
one-shot FL).

• The average wall-clock time per client, including local
training and aggregation, remained under five minutes
on the Jetson Nano and under two minutes on the Jetson
Orin NX, confirming the framework’s suitability for
real-time edge deployment.

• FedInceptionV3 and FedVGG19 strike a balance
between accuracy and complexity, making them ideal
for laptops and desktops with moderate compute capa-
bilities.

• FedResNet50, while powerful in traditional FL setups,
underperformed in one-shot FL due to training instabil-
ity and higher computational demands, making it less
suitable for decentralized edge
deployment.

This analysis reinforces the importance of selecting model
architectures based on device constraints, not just raw
performance.

D. SCALABILITY ANALYSIS
Although the experimental evaluation involved 10 simulated
clients to represent a practical small-scale edge scenario,
the proposed one-shot FL framework is inherently scalable
by design. Since each client participates in only a single
communication round and exchanges a fixed-size model
update, the overall communication complexity grows linearly
with the number of participants, without increasing syn-
chronization or aggregation rounds. The secure aggregation
mechanism is also communication-efficient, relying solely
on pairwise masking operations that parallelize easily across
clients. Therefore, the framework can be seamlessly extended
to hundreds or even thousands of clients without modifi-
cation to its communication or privacy protocols, enabling
deployment in large-scale, bandwidth-constrained edge
networks.

E. COMPONENT-WISE ANALYSIS
We qualitatively assess the contribution of each component
in the proposed one-shot FL pipeline:

• Aggregation Strategy: FedProx consistently improved
performance in non-IID settings, notably boosting Fed-
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InceptionResNetV2’s accuracy from 92.86% (FedAvg)
to 96.00%.

• One-Shot Aggregation: Replacing multi-round FL with
one-shot training reduced computation and communica-
tion by over 80% in most models, without significant
accuracy degradation.

• Differential Privacy: Adding noise for privacy did
not significantly affect MobileNet’s performance (loss
<1%), demonstrating the model’s robustness to parame-
ter perturbations.

• Screenshot Deletion Policy: Ephemeral screenshot pro-
cessing post-inference ensured no visual data was
retained, aligning the system with privacy best practices
and compliance standards.

These findings validate that our system design choices
effectively balance privacy, efficiency, and accuracy, making
it suitable for real-world deployment.

F. PRACTICAL DEPLOYMENT CONSIDERATIONS
In real-world deployments, federated systems face issues
such as intermittent device availability, uneven training
speeds, and delayed model uploads. Although the present
study assumes synchronous participation, the one-shot design
naturally reduces exposure to these problems because aggre-
gation occurs only once and does not depend on strict syn-
chronization. Clients that drop out simply omit their updates
without disrupting others. For long-term operation, the
framework can be extended with lightweight re-aggregation
or timestamp-based updates to manage staleness and partial
participation. These considerations suggest that the proposed
method provides a practical baseline for communication-
efficient training, while future work will focus on full
asynchronous and dropout-resilient deployment.

G. LIMITATIONS
Although the proposed one-shot federated learning frame-
work demonstrates promising performance and communica-
tion efficiency, several limitations must be acknowledged.
First, the dataset used in this study is relatively small (2,300
labeled images across five subclasses), which may limit
generalization to more diverse or large-scale screen content.
Second, the experiments were conducted with ten simulated
clients to emulate an edge-deployment scenario; while this
captures realistic heterogeneity, it does not fully represent
large federated networks with hundreds of participants.
Third, the study assumes stable network connectivity and
uniform resource availability across clients, which may not
hold in real-world deployments. Finally, as the experiments
were performed in a controlled simulation environment,
real-world factors such as intermittent connections, device
dropouts, and varying latency were not explicitly tested.
Future extensions will address these aspects by scaling to
larger client populations and incorporating real on-device
evaluations to further validate the framework’s robustness and
scalability.

VI. CONCLUSION AND FUTURE WORK
In this paper, we proposed a novel one-shot federated
learning framework for privacy-preserving on-screen activity
detection in decentralized environments. Unlike traditional
FL systems that rely on multiple rounds of communication
and synchronization, our approach enables each client to
train its model locally and communicate with the server
only once. This design significantly reduces communication
overhead and computational complexity, making it partic-
ularly well-suited for deployment in edge and bandwidth-
constrained scenarios.

We evaluated the performance of six DCNN models
using both FedAvg and FedProx aggregation strategies under
one-shot FL conditions. Our experiments, conducted on a
custom-labeled on-screen activity dataset, demonstrated that
lightweight models such as MobileNet and FedInceptionV3
achieved competitive accuracy, precision, and F1-scores
closely matching those of traditional FL while drastically
reducing resource consumption. Further comparative analysis
with traditional multi-round FL showed that one-shot FL
can achieve near-equivalent model performance (within 0.5–
1%) while offering over 90% savings in communication cost
and substantial reductions in computation. This highlights
the viability of one-shot FL as a scalable, efficient, and
privacy-conscious solution for real-time activity recognition
tasks.

Future work will explore the integration of differ-
ential privacy techniques, adaptive learning rates for
heterogeneous devices, and deployment on real-world
edge platforms. Additionally, expanding the dataset to
include temporal dynamics and multi-modal features
could further enhance the generalizability of the proposed
framework.
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