Birla Institute of Technology & Science, Pilani
Pilani Campus

JOB DESCRIPTION

About BITS, Pilani

Birla Institute of Technology & Science, (BITS Pilani) is an Institution declared as Deemed to
be University under Sec. 3 of the UGC Act in 1964 and is a renowned science and technology
institute. It is located in Pilani, Rajasthan, India. In addition to Pilani, BITS Pilani has campuses
in Dubai, Goa, and Hyderabad.

Work Integrated Learning Programmes (WILP) was established in 1979 and focuses on
providing continuing education to working professionals across different sectors. WILP offers
BSc, B. Tech, M. Tech, MSc, Diploma and Certificate programmes to working professionals.

Industry/Service Higher Education

Post/Job Title Instructor / Visiting Faculty — ES_IOT_Comm_Security
Job Type Regular, Full time.

Reporting to Dean WILP through Assoc HoG.

Will also work

very closely with

WILP Students, Faculty and Non-Academic Staff.

No. of positions

One Position

Job Location

Pune

e Develop, deploy and maintain WILP labs in the areas of embedded systems, loT,
communication, and cybersecurity

Purpose e Support student learning as per the course/ program requirement - requires
scheduling and conducting labs, and evaluation
e Support dissertation & organization problem solving from WILP Labs.
Key Responsibilities:
e Lab deployment: Deploy labs to the WILP students as per the course requirement
and assess the lab components on time under the guidance of course faculty.
e Lab Development: Lab development in emerging areas of embedded systems, loT,
communication, and cybersecurity - support the responsible faculty and the
Experiential Learning Lead (ELL) from initiation, through proposal, procurement,
Principal commissioning, installation and development, develop lab exercises under the

Accountabilities &
Responsibilities

guidance of course faculty and support the creation of audio-visuals for
marketing/training purposes.

e Lab Maintenance: Work with the Experiential Learning Lead (ELL) and the respective
center in charge along with course faculty for maintenance of lab equipment, and
upkeep of software licenses.

e Student Support: Prompt resolution of student queries related to labs and prompt
support in dissertation and organization problem solving in WILP labs.

Qualification and
Personal Profile

e ME/MTech or BE/BTech with work experience in the following areas: Embedded
Systems, 1oT, Communication Networks, or Cybersecurity.
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Other Skill and
Ability
Requirements

Technical Knowledge

Experience in 2 or more areas will be preferred as outlined below:

e Strong hands-on experience with Embedded C/C++, RTOS (e.g., FreeRTOS, Zephyr),
and microcontroller platforms (e.g., STM32, PIC, ARM Cortex)

e Experience in interfacing with sensors, actuators, ADC, communication protocols
(UART, SPI, 12C, CAN, Modbus)

e Practical exposure to loT protocols (MQTT, CoAP, HTTP), cloud platforms (AWS loT,
Things Board, Azure loT)

e Working knowledge of networking concepts (TCP/IP stack, IPv6, LPWAN, BLE, Wi-Fi,
LoRa)

e Understanding of embedded and loT security concepts (TLS/SSL, Secure Boot, OTA,
encryption techniques)

e Knowledge of Embedded Linux and SBC platforms (Raspberry Pi, Jetson, Beagle Bone
Al-64)

e Practical exposure to Industrial systems (SCADA, PLC, lloT gateways, industrial
communication protocols), Digital Twin & smart manufacturing models

e Familiarity with MATLAB/Simulink, Python, or open-source tools.

e Good to have 1-2-year work experience in one or more of the above areas.

Behavioral Competencies

Effective communicator, ability to coordinate and resolve conflicts, good team player




