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1. OVERVIEW 

Birla Institute of Technology and Science, Pilani (BITS Pilani) is a deemed to be a University 
established under Section 3 of the UGC Act, 1956, via notification # F.12-23/63.U-2 dated June 18, 
1964 and recognized as an Institute of Eminence by the Ministry of Education, BITS Pilani has its 
registered office at Vidya Vihar, Pilani – 333031, (Rajasthan) India. 

We (“BITS Pilani,” “we,” “us,” or “our”) are committed to respecting and protecting your privacy. This 
Privacy Notice explains how we collect, use, store, disclose, and process personal data of 
applicants, students, faculty, staff, alumni, research participants, visitors, and other stakeholders. 
It applies across our campuses in Pilani, Dubai (UAE), Goa, Hyderabad, and Mumbai, as well as 
through our Work Integrated Learning Programmes (WILP), digital platforms including BITS Digital, 
and users of our website (“you” or “your”). This Notice also informs you of your privacy rights and 
how they are protected. 

1.1 Binding Nature 

By accessing or using our website (https://www.bits-pilani.ac.in) and related services (collectively 
the “Services”) or otherwise giving us your information, you will be deemed to be an adult and have 
the capacity to enter into a legally binding contract in accordance with applicable law in the 

https://www.bits-pilani.ac.in/
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jurisdiction from which you are accessing our Services. You will consequently be deemed to have 
read, understood and agreed to the practices and procedures outlined in this Privacy Notice.  

IF YOU ARE A MINOR (i.e. UNDER THE AGE OF 18 YEARS), WE REQUIRE THAT YOUR PARENTS OR 
LAWFUL GUARDIANS FILL IN YOUR INFORMATION ON OUR WEBSITE ON YOUR BEHALF.  

1.2 Changes To The Privacy Notice 

We review and update this Privacy Notice from time to time. When we do, we will note the date of the 
latest version on the Privacy Notice and post it on this website. You can tell when we last updated 
this Privacy Notice by checking the “Last Updated” date at the top of this Privacy Notice. You also 
may obtain historical versions of this Privacy Notice by contacting us. 

1.3 Third-Party Links 

Our Services may include links to third-party websites, plug-ins and applications. Clicking on those 
links or enabling those connections may allow third parties to collect or share data about you. We 
do not control these third-party websites and are not responsible for their privacy statements. This 
Privacy Notice does not apply to information that is collected by any third-party website or service 
that you may access through our Services. 

2. WHAT DATA WE COLLECT ABOUT YOU 

Personal data, or personal information, means any information about an individual from which that 
individual can be identified. It does not include data where the identity has been removed 
(anonymous data). BITS Pilani may collect, use, store and transfer different kinds of personal data 
about you which we have grouped together as follows: 

a) Identity Data includes first name, middle name, last name, parents’ names, student ID, 
username or similar identifier, national identity number, title; 

b) Contact Data includes correspondence address, email address and telephone/mobile 
numbers including parents, employer; mentors etc. 

c) Academic Data: Admission details, grades, transcripts, mark sheets, course enrollments, 
attendance. 

d) Profile Data includes your marital status, date of birth, gender, educational qualifications, 
work history, other personal data provided by you in your applications for courses offered by 
BITS Pilani, courses opted by you, feedback and survey responses; 

e) Financial Data includes bank account details and/or payment instrument details; 

f) Health Data: Medical records from campus Medical Centers and Mpower (mental wellness 
services). 

g) Transaction Data includes details about payments to and from you and other details of 
fees you may have paid for courses or Services you may have purchased from us; 
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h) Technical Data includes internet protocol (IP) address, your login data, browser type and 
version, time zone setting and location, browser plug-in types and versions, operating 
system and platform and other technology on the devices you use to access this website; 

i) Usage Data includes information about how you use our website, applications and Services; 

j) Visitor Data: Guest house records, visitor logs. 

k) Consent Records: Consent and withdrawal history. 

l) Marketing and Communications Data includes your preferences in receiving marketing 
from us and our third parties and your communication preferences. 

m) Biometric Data means your fingerprints or facial recognition that can be used to verify your 
identity and for access control or attendance. 

BITS Pilani also collects, uses and shares aggregated data such as statistical or demographic data. 
Aggregated data may be derived from your personal data but is not considered personal data in law 
as this data does not directly or indirectly reveal your identity. For example, we may aggregate your 
Usage Data to calculate the percentage of users accessing a specific feature within our Services.   

3. WHY WE COLLECT YOUR DATA 

We process your personal data for the following purposes: 

a) For creating your account, authenticating access to it and monitoring the security of our 
Services, 

b) To manage admission and enrollment processes, ensuring a smooth transition into 
academic life. 

c) To administer academic activities including course registration, assessments, grading, and 
certification. 

d) To facilitate hostel and catering services, supporting residential life and student welfare. 
e) To provide health and wellness services, including access to medical care and counselling. 
f) To ensure campus safety and implement access control measures for secure environments. 
g) To support research participation and ensure compliance with ethical standards. 
h) To fulfil legal and regulatory obligations applicable to educational institutions. 
i) To enable effective communication and grievance redressal mechanisms. 
j) To support institutional planning and analytics for continuous improvement and strategic 

decision-making. 
k) To fulfil your purchases, send you updates related to your account, respond to your inquiries 

and provide you support, 
l) To verify your identity and evaluate you as a potential candidate for admission to the various 

educational courses offered by, on behalf of or in collaboration with BITS Pilani, 
m) To make suggestions and recommendations to you about educational courses, that we 

believe, may be of interest to you, 
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n) To analyse user behaviour for understanding demographics, preferences and trends to help 
improve our Services and take informed business decisions, 

o) To deliver relevant website content and advertisements to you and measure or understand 
the effectiveness of the advertising we serve to you, and 

p) For fulfilling our obligations under applicable laws and regulations or as required under a 
judgement or order issued under any law for the time being in force. 
 

4. HOW WE COLLECT YOUR DATA 
 

4.1 Direct Interactions 
We collect your personal data directly from you when you correspond with us, register on or visit 
our official website (including www.bitsadmission.com https://bits-pilani-wilp.ac.in/ ), visit our 
campuses or attend events where you voluntarily provide your personal data to receive more 
information about the courses offered by or in collaboration with BITS Pilani. 
 

4.2 Third Parties 
BITS Pilani may receive your personal data from universities, colleges or educational institutions 
with whom we collaborate to offer education programs or courses. To the extent permitted by 
applicable laws, we may also collect some of your personal data from other third party sources 
such as analytics providers like Google and marketing/advertising service providers such as 
Meta. 

 
4.3 Cookies 

Cookies are small text files that are placed on your device (computer, tablet, mobile) when you 
visit our websites. They help us remember your preferences and provide a more personalized 
experience. 

Our websites and online applications may use cookies and similar tracking technologies 
(collectively, “cookies”) to enhance user experience, improve functionality, and analyze usage 
patterns. 

Types of Cookies We Use 

● Strictly Necessary Cookies - These are essential for the operation of our websites and 
applications. For example, they enable secure log-in sessions or form submissions. 

● Functional Cookies - These allow our websites to remember choices you make (such as 
language preference, campus selection) and provide enhanced features. 

● Analytics / Performance Cookies - These help us understand how visitors interact with our 
websites, so we can improve content, navigation, and services. 

http://www.bitsadmission.com/
https://bits-pilani-wilp.ac.in/
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● Advertising / Third-Party Cookies (if applicable) - Some of our sites may use cookies from 
third-party service providers for purposes such as displaying relevant information or 
integrating social media features. 

How We Use Cookies 

● To maintain secure log-in sessions for students, staff, and faculty. 
● To remember user preferences across visits. 
● To generate aggregated, anonymous statistics about website traffic and usage. 
● To detect and prevent fraudulent or unauthorized activity. 

Managing Cookies 

Most web browsers automatically accept cookies, but you can control or delete cookies through 
your browser settings. Please note that disabling certain cookies may affect the functionality of 
our websites and applications. 

 

Third-Party Services 

Some applications may integrate with third-party tools (such as payment gateways, video 
conferencing, or analytics providers). These third parties may also set cookies in accordance 
with their own privacy policies. We encourage you to review those policies where applicable. 

   
 
4.4 Grounds of Processing  

We will only use your personal data when the law allows us to. Most commonly, we will use your 
personal data in any of the following circumstances: 
a) Where you have provided your consent to use such personal data. 

b) Where you have voluntarily provided the personal data for a specified purpose 

c) For fulfilling a legal obligation 

d) Pursuant to any other legitimate uses prescribed under the applicable data privacy law.  

 
5. DISCLOSURES OF YOUR DATA 

We may have to share your personal data with the parties set out below for the purposes set out in 
Section 3 above. 
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a) Government/ Regulatory bodies such as the University Grants Commission (UGC), All India 
Council for Technical Education (AICTE), Pharmacy Council of India (PCI), Bar Council of 
India (BCI), the Ministry of Education (MoE), etc., as required for compliance, reporting, and 
accreditation. 

b) Other domestic or international universities, colleges or other educational institutions with 
whom we may collaborate to offer education programs or courses. 

c) Professional advisors and other parties as required under the applicable law. 

d) Third party service providers from whom we avail services for carrying out our business 
activities. 

e) Legal entities and authorities in connection with dispute resolution, legal proceedings, or 
compliance obligations. 

f) Service providers engaged in IT infrastructure, campus security, hostel and catering 
management, and other operational functions essential to campus life and institutional 
services. 

g) Third parties to whom we may choose to sell, transfer, or merge parts of our business or our 
assets. Alternatively, we may seek to acquire other businesses or merge with them. If a 
change happens to our business, then the new owners may use your personal data in the 
same way as set out in this Privacy Notice. 

BITS Pilani requires all third parties to respect the security of your personal data and to treat it in 
accordance with the law. We do not allow our third-party service providers to use your personal data 
for their own purposes. We only permit them to process your personal data for specified purposes 
and in accordance with our instructions unless the applicable law permits otherwise. 

6. DATA SECURITY 

BITS Pilani has put in place appropriate security measures to prevent your personal data from being 
lost, used, accessed, altered or disclosed accidentally or in an unauthorized manner. In addition, 
we limit access to your personal data to those employees, agents, contractors and other third 
parties who have a business need to know. They are only permitted to process your personal data on 
our instructions and are subject to a duty of confidentiality.  

You are responsible for maintaining the security of your account credentials and other 
authentication involved in obtaining access to password-protected or secure areas of the Services. 
BITS Pilani will treat access to the Services through your account credentials as having been 
authorized by you. We shall bear no liability in respect of such unauthorized use of your account. 
Unauthorized access to password-protected or secure areas is prohibited and may lead to 
prosecution under the applicable laws. We may suspend your use of all or part of the Services 
without notice if we suspect or detect any breach of security. If you believe that information you 
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provided to us is no longer secure, please notify us immediately using the contact information 
provided below. 

7.  COMPLIANCE & CONSEQUENCES OF MISUSE 

This Privacy Notice describes how BITS Pilani processes Personal Data and the obligations 
applicable to users of its websites and web applications. 

Any misuse of the Services, submission of false or misleading information, unauthorized 
access to systems, or violation of applicable data protection laws may result in appropriate 
action by BITS Pilani. Such action may include restriction or suspension of access to the 
Services, reporting to appropriate authorities, and initiation of legal remedies as permitted 
under applicable law. 

8. DATA RETENTION 

We retain the personal data collected or otherwise processed by us, (i) for as long as necessary to 
fulfill the purposes set out in this Privacy Notice, (ii) for the purposes of satisfying any 
legal/regulatory, accounting, or reporting obligations, (iii) to resolve disputes, and (v) for such other 
purposes as are permitted under applicable law. 

To determine the appropriate retention period for personal data, we consider the amount, nature, 
and sensitivity of the personal data, the potential risk of harm from unauthorized use or disclosure 
of your personal data, the purposes for which we process your personal data and whether we can 
achieve those purposes through other means, and the applicable legal requirements that may 
require or permit retention for a longer duration.  

 

9. YOUR RIGHTS & DUTIES 
 

9.1 Your Legal Rights:  

You may contact us at registrar@bits-pilani.ac.in  to exercise any rights available to you under the 
applicable laws. You also have the right to lodge a complaint with the relevant data protection 
authority, if you believe we have violated any of your rights.  

9.2 Your Duty To Inform Us Of Changes 

It is important that the personal data we hold about you is accurate and current. Whenever there is 
a change, you must promptly make the changes by logging into your account on the website or the 
relevant mobile application. We will rely on the information made available by you to us as being 
accurate and current. 

mailto:registrar@bits-pilani.ac.in

